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PART I

The procurement
landscape.

Why so many agentic AI deployments stall at the
compliance review, and the five-voice negotiation
underneath every procurement decision in a
regulated enterprise.
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PART I

CHAPTER 01

Why agentic Al
procurement keeps
stalling

Roughly 40% of agentic Al projects are being cancelled
or shelved, often after substantial investment. The
pattern in cancelled projects is consistent — and it isn't
about technology fit.



PART I CH. 01 - WHY AGENTIC AI PROCUREMENT KEEPS STALLING

artner's research recently put a number on something we'd been seeing in the field:
G roughly 40% of agentic Al projects are being cancelled or shelved, often after substantial
investment. The headline reaction is to point at technology immaturity. The actual pat-
tern, when we look at the cancelled projects we have visibility into, is consistently about gov-
ernance — not about whether the technology works, but about whether the organisation can

defend its use of the technology.

Cancelled projects fall into three rough categories. The first is the technology-fit cancellation:
the platform did not deliver what was promised on the demo. These are real, but rarer than the
headline suggests. The second is the cost-fit cancellation: the platform delivered, but the unit
economics didn't work at production scale. The third — and most common in our sample — is
the governance-fit cancellation: the platform delivered, the costs penciled, but the security or
compliance team could not approve a production rollout because the evidence story didn't
exist.

The third — and most common in our sample — is the
governance-fit cancellation: the platform delivered, the
costs penciled, but the security or compliance team
could not approve a production rollout because the
evidence story didn't exist.

— WHY 40% OF AGENTIC AI PROJECTS FAIL (AND THE GOVERNANCE
ANSWER)

GARTNER FORECAST - 2027

40%

of agentic AI projects cancelled, almost always for missing evidence, not missing controls.

The Agentic AI Procurement Handbook - 1.0 workspace.handvantage.com



PART I CH. 01 - WHY AGENTIC AI PROCUREMENT KEEPS STALLING

he governance-fit cancellation has a recurring shape. The technology team builds a proof
T of concept, demonstrates value, and submits a production-rollout proposal. The compli-

ance team reviews the proposal and asks for evidence — not for whether the platform can
do prompt-injection defence in a demo, but for whether the platform produces contemporane-
ous, machine-verifiable, framework-mapped evidence of every action it takes. The technology
team turns to the vendor. The vendor says some version of "we generate logs, you can build a
compliance pipeline on top." The compliance team responds: "we don't have the budget, the
people, or the time to build a compliance pipeline; the platform should produce the evidence

directly." The proposal stalls. After two or three revisions, the proposal is shelved.

The shape is consistent enough that we treat it as the default failure mode for any agentic Al
project where the buying organisation is in a regulated sector. The pattern is not a technology
problem. The platforms work. The pattern is a structural mismatch between what vendors are
selling (a product layer) and what regulated buyers need (a product layer plus an evidence lay-

er plus a control-mapping layer plus a verification layer).

The governance answer is to build the evidence layer into the platform from the architectural
premise, not as an add-on. This is what the 7-Layer Defence Architecture is — every layer pro-
duces audit events, every event is signed, every event is mapped to specific framework con-
trols, every assessment is run against the runtime evidence rather than against an attestation
document. The architecture is structural; the evidence is contemporaneous; the assessment is

continuous.

This shape doesn't make the project's compliance review trivial. It makes the review possible.
The conversation between the technology team and the compliance team becomes "here is the
Trust Report scoped to your frameworks, with your audit window" rather than "we'll figure out
how to prove this once we're in production." The proposal moves forward. The project ships.
The 40% failure rate moves the other way.
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PART I CH. 01 - WHY AGENTIC AI PROCUREMENT KEEPS STALLING

the design pattern that addresses the actual failure mode in cancelled agentic Al
projects. The vendors who continue to ship a product layer alone will continue to lose

W e are not arguing that this is the only design pattern that works. We are arguing it is

deals to vendors who ship the evidence layer alongside it. The buyers who continue to evaluate
platforms on demo behaviour alone will continue to cancel projects when the compliance re-
view reaches the evidence question. The pattern is settled enough now that we expect it to
continue.

The Agentic AI Procurement Handbook - 1.0 workspace.handvantage.com



PART I

CHAPTER 02

Five people in the room.
Five reads of the same
platform.

Most agentic Al procurement decisions stall not because
anyone in the room is wrong, but because the people in
the room are answering five different questions — and
rarely realise it.



PART I CH. 02 - THE FIVE-VOICE PROCUREMENT NEGOTIATION

ost agentic AI procurement decisions stall not because anyone in the room is wrong,
M but because the people in the room are answering five different questions. The CEO is

asking whether the strategy is defensible to a board. The CFO is asking whether the
line item consolidates. The COO is asking what changes for throughput. The CISO is asking
whether the security and compliance posture holds. The VP Sales is asking whether the cycle
gets faster. The department lead is asking what their team does on Monday morning.

All five answers are good ones. The platform delivers all five — but in different vocabularies,
with different proofs, on different timelines. The translation gap is what kills deals. A vendor
that pitches the CISO with the CFO's vocabulary loses the CISO's trust. A vendor that pitches
the CFO with the CISO's vocabulary loses the CFQO's attention. The same platform, when de-
scribed in the language each persona actually uses, lands differently with each.

All five answers are good ones. The platform delivers all
five — but in different vocabularies, with different proofs,
on different timelines.

— FOR THE PROCUREMENT COMMITTEE

THE FIVE VOICES

CEO - CFO - COO - CISO - VP Sales

Each is answering a different question. The deal moves when the language for all five lines
up.
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PART I CH. 02 - THE FIVE-VOICE PROCUREMENT NEGOTIATION

he CEO's read is strategic. The version of the sentence that holds: "We deployed a sov-

ereign Al platform on infrastructure we control, graded continuously across eleven regu-

latory frameworks, with one identity for our team and one signed audit trail for the audi-
tor." Every clause is something the platform actually delivers; none of it requires the CEO to
apologise for vendor sprawl, missing controls, or absence of evidence. This matters because
the alternative — "we're evaluating several AI assistants and hope to have a recommendation
by Q4" — is increasingly read by boards as a governance failure rather than a capability
decision.

The CFO's read is consolidation. Eight productivity vendor contracts become one MSA. Identity
is included via Keycloak preconfigured (federate to Okta, Microsoft Entra ID, AuthO, or Google
Workspace via OIDC if one's in place). The SIEM is the only piece that genuinely stays separate
— the platform feeds your SIEM rather than replacing it, because specialised security observ-
ability is its own category. The contract surface shrinks; the security review surface shrinks;
the renewal cycle shrinks. The math the CFO can verify against last year's vendor master list,
not a vendor-marketing claim.

The COO's read is operational. The five named agents (Pilot, Hunter, Sentry, Concierge,
Analyst) handle work that previously needed junior-staff time. The capacity model that mat-
ters: agents add throughput at the per-task level while humans stay accountable at the per-de-
cision level. The honest caveat: agents are not a headcount substitute on the day of deploy-
ment. The capacity gain shows up over the second and third quarters of use, as workflows are
tuned and the team learns which decisions to delegate. Vendors who promise a headcount cut
on day one are selling something we do not.

The CISO's read is structural. Every prompt mediated, every action signed, every event
mapped to controls under eleven frameworks. The audit log is non-contestable on whether the
layers were running — they were, by construction. The platform produces the runtime evi-
dence record; the customer's management system still owns the policy, procedures, and man-
agement review. The platform reduces the operational burden of compliance — it does not de-

liver compliance as a finished output.
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PART I CH. 02 - THE FIVE-VOICE PROCUREMENT NEGOTIATION

he VP Sales's read is cycle time. The Hunter agent generates the customer brief from the

workspace's knowledge surface. The Analyst cross-references the customer's tech stack.

The Documents pillar drafts the proposal against the team's template, populated with the
brief's facts. The Concierge assembles the procurement-friendly attachments from the Files
pillar. The cycle from qualified inquiry to proposal-in-customer-hand compresses from three-
to-seven business days to one-to-three. The rep's time allocation moves from approximately
30% selling and 70% paperwork to roughly 60% selling and 40% review.

When the five readings of the platform line up — the CEO has a defensible board narrative, the
CFO has a single contract, the COO has a phased capacity plan, the CISO has the audit posture,
the VP Sales has the cycle-time savings — the procurement decision moves from "maybe in Q4"
to "let's start with the pilot deployment." This is the difference between platforms that ship and
platforms that get cancelled.

The procurement reality this handbook addresses: each persona deserves a reading of the plat-
form in their own vocabulary. The chapters that follow do that — Part II for the persona briefs,
Part III for the sector dossiers, Part IV for the architectural and compliance posture that an-
chors all of them.
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PART TII

For specific roles.

Each role on a procurement committee reads the
platform differently. These chapters give each persona
the language and the prepared sentences they need —
first to understand the platform themselves, then to
defend the procurement decision to their committee.

PART II - FOR SPECIFIC ROLES 3 CHAPTERS



PART ITI

CHAPTER 03

For the CISO.
A 90-second brief for
your committee.

You read the architecture page. You understand the
seven layers, the OWASP coverage, the audit log. The rest
of your committee doesn't. This chapter is the
translation layer — the language to use when the CFO
asks about consolidation, the CEO asks about board-
readiness, and the auditor asks for evidence.



PART II CH. 063 - FOR THE CISO

f you're the CISO sitting at your desk before the next executive committee meeting, you al-

ready understand the platform's depth. You've read the architecture page; you've reviewed

the compliance posture; you've evaluated the audit-log story against the controls your audi-
tor will ask about. The problem you're solving now is different: you have to translate that un-
derstanding into language the rest of your committee — the CFO, the CEO, the COO, the board
representative — can act on, in the meeting, in the time available.

This chapter is the translation layer. It gives you four prepared sentences (one per audience),
the risk math quantified in the units finance and legal use, five committee talking points with
notes on which audience each lands hardest with, the explicit division of labour between plat-
form and customer, and six prepared answers to the objections you will be asked. Print it, for-

ward it, attach it to your committee deck.

The platform doesn't eliminate regulatory exposure —
nothing does. It produces the evidence record that makes
the exposure defensible.

— ON THE RISK MATH

EU AI ACT - ARTICLE 99

€35M or 7%

Maximum administrative fine for non-compliance with the high-risk obligations. Applies
where contemporaneous evidence is absent — not only where systems fail.
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PART II CH. 063 - FOR THE CISO

he four prepared sentences. To the CEO: "We deployed a sovereign AI platform on in-
T frastructure we control, graded continuously across eleven regulatory frameworks, with

one identity for our team and one signed audit trail for the auditor." Frames the decision
as strategic and complete, not as an evaluation in progress. Every clause is something the plat-
form actually delivers; none of it requires the CEO to apologise for vendor sprawl, missing con-
trols, or absence of evidence.

To the CFO: "We replaced eight productivity vendor contracts with one, got identity included
(Keycloak — federate to our existing provider when we want to), kept the SIEM where it is, and
moved the Al line item from multiple subscriptions plus ungoverned spend to one predictable
contract." Leads with consolidation — the language a finance chief is fluent in. Names what's
included and what's not.

To the COO: "We deployed a workspace where the AI does the prep, the drafting, and the coor-
dination — and the team's attention budget moves to the work that needs human judgment."
Names the operational pattern (capacity gain at task level, accountability at decision level).

Doesn't promise headcount cuts.

To the board: "We met the agentic Al governance question with a platform that produces con-
temporaneous audit evidence on every action, mapped to the eleven frameworks our regula-
tors care about, before the EU AI Act high-risk obligations deadline." Times the decision
against the regulatory calendar — Annex III high-risk obligations now bind on 2 December
2027 (deferred from 2 August 2026 by the May 2026 omnibus); Annex I safety-component oblig-
ations on 2 August 2028. Demonstrates strategic anticipation rather than reactive
procurement.
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PART II CH. 063 - FOR THE CISO

he risk math. The procurement conversation goes faster when the risk is named in units
T the CFO uses, with the regulator's actual penalty framework rather than vendor-market-

ing math. Three exposure categories. First: the EU AI Act, Article 99, with maximum ad-
ministrative fines of €35 million or 7% of global annual turnover for non-compliance with
high-risk obligations. The fines apply where contemporaneous evidence of operating controls
is absent during the audit window — not only where systems fail. Second: SEC/FINRA exposure
for US financial-services deployments. SEC Rule 17a-4 records-retention failures and FINRA
Rule 3110 supervision failures attract disgorgement, civil penalties, and enhanced supervisory
undertakings. Third: loss of certification in contractually-required categories. SOC 2 Type II or
ISO 42001 audit failure cuts the pipeline of deals that require those certifications. The blast ra-
dius isn't the audit fee — it's the contracts that didn't close.

None of these are speculative. All three are documented in the regulators' own published guid-
ance. The platform's value proposition isn't that it eliminates this exposure — nothing elimi-
nates regulatory risk — but that it produces the evidence record that makes the exposure
defensible.

Five talking points to drop into the next committee meeting. First, for the CFO and audit com-
mittee: "The platform is graded continuously, not annually — so the assessment your auditor
would run is the assessment that has already been run." Reframes audit as a feature of the plat-
form, not an event in the calendar. Disarms the question "when is the next audit?" before it's
asked.

Second, for the CFO and procurement: "Eight productivity vendors become one, with identity
included via Keycloak (preconfigured) — and we federate to our existing provider where one's
in place. The SIEM stays where it is; specialised observability is its own job. The contract sur-
face shrinks; the security review surface shrinks; the renewal cycle shrinks." Names what con-
solidates (productivity + identity), names the federation option, names what stays separate
(SIEM). Shows operational discipline.
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PART II CH. 063 - FOR THE CISO

hird, for internal audit, external auditor, CISO peers: "Every action the Al takes has three-
level attribution: the human who initiated it, the orchestrator that delegated it, the spe-
cialist that executed it. The audit log is not contestable on whether the controls were op-
erating — they were, by construction." The phrase "three-level attribution" is specific enough to

land with technical reviewers. "By construction" pre-empts the verification follow-up.

Fourth, for the DPO, legal, and regulator-facing roles: "Data residency is wherever we operate.
The platform runs on our infrastructure; we control the data plane and the control plane; there
is no telemetry phone-home from production to the vendor." Pre-empts the data-residency
question with a structural answer. Particularly useful in EU/Canada/regulated-sector contexts
where data residency is non-negotiable.

Fifth, for the CEO, board, and executive committee: "The EU AI Act high-risk obligations were
deferred to 2 December 2027 by the May 2026 omnibus, but the audit window for evidence still
opens the day each system enters service, and notified bodies have nineteen more months to
raise the bar." Reframes the urgency around the deferral without losing it — the deadline
moved, the architecture did not. Particularly effective with boards weighing "why now?"
questions.

Division of labour: what the platform owns, what you still own. The platform owns the run-
time architecture (the seven defence layers, the agent model), the audit log (events, signing, se-
quencing, anchoring), the control-mapping export (which events satisfy which framework
controls), the Trust Report (the time-bounded evidence package for an auditor), the deploy-
ment artefacts (Docker, Kubernetes, air-gapped — your infrastructure), and the bring-your-
own-model support.
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PART II CH. 063 - FOR THE CISO

he customer still owns the management system (the policy, the procedures, the WSPs),
T the risk register and the residual-risk acceptance, the Al inventory and the supervisor-of-

record assignments, the impact assessments (Article 27 of the EU AI Act, similar else-
where), the decision to onboard each AI use case (and which controls apply), and the annual
management review and competence training programme. This division is honest. A platform
that produces strong evidence reduces the management system's operational burden by a
meaningful fraction; the management system itself is not something a platform can deliver,

and you should be cautious of anyone who claims otherwise.

Six prepared answers to the objections you will be asked. "Why this vendor instead of
Microsoft / Google / OpenAI?" Each is excellent within its operating model. Microsoft and
Google are productivity suites with AI added; their data planes are theirs, their control planes
are theirs, the audit telemetry goes back to them. OpenAl is a model provider; the productivity
stack around it is the customer's problem to assemble. Vantage Workspace is the productivity
stack and the agentic AI layer designed for single-tenant deployment on customer in-
frastructure. The trade is real: less surface area in the cloud, more operational responsibility
for the deployment. The trade is right for organisations whose buyers (regulated industries,
public-sector bodies, sovereignty-conscious enterprises) insist on data residency and bounded
telemetry.

"What happens if the vendor is acquired or shuts down?" The deployment model makes this
materially safer than SaaS alternatives: the platform runs on your infrastructure, the data is
yours by default, the audit log is in your SIEM in real time. Operational continuity does not de-
pend on vendor uptime. Source escrow is contractually available where procurement requires
it. "How much customisation does this need?" Less than the equivalent assembled stack, more
than a SaaS subscription. The customisation lands at three places: identity-provider integra-
tion (1-2 days when the customer brings an existing IdP), policy YAML for the customer's tool
catalogue (typically a sprint with our team), and SIEM export format (1 day).

"Has anyone else deployed this in our sector?" Best answered concretely in a call with a hu-
man, not by an agent. Reference deployments span regulated-services contexts; specifics un-
der NDA on request. The honest framing: agentic Al is early enough that this question cuts
both ways — most platforms can show one or two deployments in your sector and be technical-
ly accurate. The better question is whether the platform's architecture maps to your regulatory
regime, which is answerable from the architecture page and the compliance posture.
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PART II CH. 063 - FOR THE CISO

" hat's the lock-in?" Operational lock-in (you'd retrain a workforce on whatever you
switch to) is real and equivalent across every productivity platform. Data lock-in is
structurally lower than SaaS: your data is in your infrastructure already, in formats

that export cleanly. Contract lock-in is what your MSA says; we negotiate exit terms upfront,
not as an afterthought. "What if the AI says something we'd be liable for?" Every AI output runs
through a post-response checker before it's posted, sent, or written. If the checker flags a re-
sponse as policy-violating, the response is held in moderation rather than delivered. Every Al
output is attributed (the prompt, the model version, the checker grade) and roll-back-able. The
legal answer is what your General Counsel constructs from the platform's evidence record —
which is materially stronger than what they would construct from a chatbot transcript.

The procurement reality this chapter addresses: you are not the buyer in most agentic AI pro-
curement decisions. You are the security and compliance voice in a five-voice negotiation, and
the deal moves only when each voice has the language to defend the platform to the others.
The four sentences, the risk math, the five talking points, the division-of-labour clarity, and the
six prepared objection answers above are designed for that purpose — to be printed, forward-
ed, attached to a procurement deck. The first conversation with the team that built the plat-
form is the one where we walk through your specific committee dynamics and tell you which
clauses to lean on, and which to cut.
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PART II

CHAPTER 04

For the CFO.

I'he math your finance
chief can verity.

The CFO is the economic buyer most CISOs forget to
brief well. This chapter is the language that gets a
finance chief from sceptical to defending the line item —
without claiming things you can't.



PART II CH. 04 - FOR THE CFO

he agentic Al procurement decisions we have visibility into stall most often at one specif-
ic seat in the room: the CFO. Not because the CFO is uniquely sceptical — most CFOs are
sophisticated technology buyers — but because the security and engineering teams who
champion the deployment frequently arrive at the budget conversation with the wrong vocab-
ulary. They translate the platform's value into productivity gains that can't be defended on the
income statement, and the conversation stalls. This chapter is the language that works instead.

The first principle is to lead with consolidation, not productivity. Productivity claims are diffi-
cult to defend at the CFO level because the counterfactual — what your team would have pro-
duced without the AI — is unmeasurable. Consolidation claims are defensible because they are
arithmetic. The version that lands: "We are replacing the AI assistant subscription, the meet-
ing-transcription tool, the collaborative-docs platform, and three of the smaller productivity
contracts with one platform under one MSA, with the identity layer included via Keycloak."
That is a sentence the CFO can verify against last year's vendor master list.

Lead with consolidation, not productivity. Productivity
claims are difficult to defend at the CFO level because the
counterfactual is unmeasurable. Consolidation claims
are defensible because they are arithmetic.

— FIRST PRINCIPLE

VENDOR CONSOLIDATION

8§ —1

Eight productivity vendor contracts collapse into one MSA. Identity is included; SIEM is
the only piece that genuinely stays separate.
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he vendor consolidation math, in detail. The typical knowledge-work organisation runs
eight to twelve productivity SaaS vendors: a mail provider, a chat tool, a video tool, a
docs platform, a file store, an Al assistant subscription, transcription, and a knowledge
base. Each is a contract, a DPA, a security review, a budget line, and an attack surface. The hid-
den cost is not the per-seat price — it is the meta-cost: eight separate security reviews per year,
eight separate sub-processor lists, eight separate breach-notification clauses, eight separate
identity integrations to keep current, eight separate audit-log shapes to reconcile in the SIEM.
A 200-person organisation typically commits 0.5 to 1.0 FTE of administrative effort to manag-

ing this surface, not counting security team review hours.

Vantage Workspace consolidates the productivity layer and includes the identity layer in the
deployment. Email, files, chat, meetings, documents, the AI agent layer, and Keycloak (the
open-source identity provider, preconfigured) become one platform under one signed audit
trail. The eight productivity contracts become one MSA. The eight DPAs become one. The eight
security reviews become one. The eight renewal conversations become one. The administra-
tive FTE moves from managing the productivity surface to doing actual work.

Two things to name precisely about the consolidation. First, identity. The platform ships with
Keycloak preconfigured, so an organisation without an existing identity provider gets one as
part of the deployment — that is one fewer category to procure separately. An organisation that
already operates Okta, Microsoft Entra ID, Auth0O, or Google Workspace federates to that
provider via OIDC and keeps it as the source of truth. Second, the SIEM is the piece that gen-
uinely stays separate. The platform feeds your SIEM in CEF, LEEF, or JSON; it does not replace
it. Specialised security observability is a different category, and your SIEM team owns it.

The second principle is to frame the AI line item as known rather than avoided. A common
mistake is to argue that agentic Al is something the organisation can still defer. This is wrong
on two counts. First, employee use of unsanctioned AI assistants is happening already in most
mid-cap firms. The choice is not whether agentic Al is a line item; the choice is whether it is a
budgeted, governed line item or an off-budget, ungoverned shadow expense. Second, the regu-
latory calendar (EU AI Act, ISO 42001 audit programme expansion, FINRA AI supervisory ex-
pectations) means the cost of being late is structural, not optional.
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he third principle is to be precise about what the platform delivers and what the cus-
tomer still owns. Vendors who claim AI compliance out of the box lose CFO trust within
the first two minutes; CFOs are accustomed to vendors overpromising and have calibrat-
ed their listening accordingly. The version that lands: the platform produces the runtime evi-
dence record. The compliance team still owns the management system, the policy, the impact
assessments, and the management review. The platform reduces the operational burden of the
management system by a meaningful fraction; it does not deliver compliance as a finished

output.

The fourth principle is to avoid the productivity-time-savings trap. "Saves your team ten hours
a week per person' is the kind of claim AI vendors are making at scale, and CFOs have learned
to discount it heavily. The hours-saved figure cannot be verified, the counterfactual is missing,
and the claim implicitly suggests headcount cuts that may not be on the table. The reframe
that works: the platform changes where the team's attention budget goes. The work that used
to take the morning takes the first cup of coffee. What the team does with the recovered time is
a management decision, not a vendor promise.

The fifth principle is to time the decision against the regulatory calendar, not the budget calen-
dar. CFOs respond to external timing pressure that is not vendor-manufactured. The EU AI Act
high-risk obligations deadline — deferred by the May 2026 omnibus from 2 August 2026 to 2
December 2027 — is one such pressure; the conformity-assessment bar will rise as notified
bodies use the additional nineteen months to publish detailed guidance. ISO 42001 sur-
veillance audit cycles in late 2026 are another. The 2026 FINRA Annual Regulatory Oversight
Report carrying Al supervision into the priorities is a third. None of these are dates a vendor
invented. All three create a procurement timeline that is independent of the organisation's
normal Q4-budget rhythm.

On pricing. Per-deployment, on application. Not per-seat. The deployments aren't per-seat —
they are per-organisation, sized to the workload. Discussed in the first conversation with the
team, with the actual comparison vs. the eight-vendor stack the CFO is running today. We do
not publish a per-seat price card because the comparison the CFO actually wants is not per-
seat — it is total contract surface, year over year, with the consolidation accounted for.
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he sentence that closes the conversation, when the CISO has done their work: "We are de-
ploying a sovereign agentic AI platform that consolidates eight productivity vendors into
one MSA, includes identity via Keycloak with optional federation, runs on infrastructure
we control, produces continuous audit evidence across eleven regulatory frameworks, and lets
our compliance team carry their existing management system instead of building a parallel
one. The line item is one contract. The timing is the EU AI Act deadline." That sentence has
nothing in it the CFO can't verify, nothing the platform doesn't deliver, and nothing that re-
quires the CFO to take vendor claims on faith. It is the language that gets the procurement de-

cision moved from Q4-tentative to Q2-committed.
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CHAPTER 05

For the CEO
and the board.

The strategic case, the board-defensible sentence, and

the regulatory calendar that times the decision. For the
moment when the agentic Al question moves from Q4-
tentative to Q2-committed.



PART II CH. 05 - FOR THE CEO AND THE BOARD

he CEO version of the agentic AI question is not whether the technology works. The CEO
T version is: can we describe what we're doing in one sentence that holds up under board
scrutiny, that survives a regulator's question, and that signals strategic anticipation
rather than reactive procurement? This chapter is for the CEO, the founder, and the board rep-
resentative — the audience that has to defend the AI strategy at the next committee meeting

and at the next external scrutiny moment, in language that holds.

The version of the sentence that holds: "We deployed a sovereign AI platform on infrastructure
we control, graded continuously across eleven regulatory frameworks, with one identity for
our team and one signed audit trail for the auditor." Every clause is something the platform ac-
tually delivers. None of it requires you to apologise for vendor sprawl, missing controls, or ab-
sence of evidence. None of it depends on a vendor's reference customer being willing to dis-
close. None of it requires you to predict the regulator's mood. It is the sentence that, when you
say it in a board meeting, the board's response is "good — what's next?" rather than "who's go-

ing to defend this if questioned?"

We are not building Al for the enterprise in the
marketing sense. We are building the structural
primitives the next generation of regulated AI
deployment is going to need, in a shape that can be
inherited rather than re-invented.

— FROM THE FOUNDER ESSAY

EU AI ACT — HIGH-RISK DEADLINE

2 Dec 2027

When Annex IIT high-risk obligations begin, deferred from 2 August 2026 by the May 2026
omnibus. Notified bodies have nineteen extra months to raise the conformity-assessment
bar.
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his matters because the alternative — "we're evaluating several AI assistants and hope to

have a recommendation by Q4" — is increasingly read by boards as a governance failure

rather than a capability decision. The May 2026 omnibus deferred the EU AI Act high-risk
obligations to 2 December 2027, but the conformity-assessment bar will rise as notified bodies
use the additional nineteen months; firms still in evaluation in 2027 will face a more demand-
ing inspection. Boards have learned to read deferral as risk, not as prudence.

What the board wants to hear, in priority order: the Al capability is strategically deployed, not
bolted on. The regulatory exposure is bounded and documented. The operating cost is one
line, not eight. The data stays inside the firm's perimeter. Vantage Workspace lets you say all
four truthfully, because all four are structural features of the platform's design.

The regulatory calendar is the timing pressure that makes the decision urgent without being
vendor-manufactured. Three external dates matter. First, the EU AI Act high-risk obligations
deadline, deferred by the 7 May 2026 omnibus agreement from 2 August 2026 to 2 December
2027 for Annex III standalone systems, and to 2 August 2028 for Annex I safety-component sys-
tems. Article 50 transparency obligations accelerated to 2 December 2026. Article 99 specifies
maximum administrative fines of €35M or 7% of global annual turnover for non-compliance
with high-risk obligations. The fines apply where contemporaneous evidence of operating con-
trols is absent — not only where systems fail. The audit window opens the day each system en-
ters service; the deferral gives organisations more runway to execute without collapsing the
window itself. Second, the ISO/IEC 42001 surveillance audit cycle — the first wave of certified
organisations is approaching their first surveillance audit in late 2026, which will be the first
real read on what the audit programme actually demands at scale. Third, the 2026 FINRA
Annual Regulatory Oversight Report carrying Al supervision into the priorities for US finan-
cial-services firms.

None of these dates are vendor-invented. All three create a procurement timeline that is inde-
pendent of the organisation's normal Q4-budget rhythm. Boards respond to this kind of exter-
nal timing because it is structural; they discount timing manufactured by vendor end-of-quar-

ter targets.
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he Sovereign Capability Partner thesis is what we say to customers when they ask what

kind of company we are. We are not a SaaS vendor. We do not sell seats and roll out fea-

ture updates centrally. We are not a consultancy. We do not bill by the hour. We are not a
systems integrator. We do not assemble third-party products and put a wrapper on them. We
build a capability — Vantage Workspace — and we partner with customers to deploy and oper-
ate it inside their sovereignty. The capability is theirs to operate. We're the partner that ships
the platform, maintains the architecture, runs the assessment cadence, and stays on the line
when something needs to be reasoned about. The relationship is closer to structural engineer
than to vendor.

This shape implies certain things about our business. We grow more slowly than a SaaS. We
grow more reliably. The customers we work with are inside our long-arc roadmap discussions.
The annual meeting cadence is closer to that of an audit firm than to that of a software vendor.
It also implies certain things about how we publish. The compliance page lists not just the cer-
tifications but the gaps. The architecture page lists not just the features but the trade-offs. The
insights archive includes engineering retrospectives where we describe failures we caught.
The pattern is consistent: a Sovereign Capability Partner cannot survive on marketing-grade
trust; it survives on engineer-grade trust. Which is harder to earn and worth more once
earned.

The board-readiness picture, in summary. The CEO who deploys Vantage Workspace can de-
scribe the Al strategy in one sentence that survives a board challenge. The CFO has a single
contract surface and a credible vendor-consolidation story. The COO has a phased capacity
plan with honest timelines. The CISO has the architectural posture and the audit-trail story.
The VP Sales has the cycle-time savings. Every voice in the room has the language to defend
the decision to the others, and to defend the organisation to the external scrutiny that is com-
ing whether the deployment happens or not.

The next conversation, where it's warranted, is the one where we sit with your CFO, your
General Counsel, and your CISO for thirty minutes and walk through your specific situation.
We come prepared with the framework cross-walks, the Trust Report templates, and the gap-
analysis methodology. We tell you where the platform's posture aligns with your obligations
and where you'd need additional controls. The first conversation is exploratory; the second
one, if there is one, is where we get specific. Both responses are honest.
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inancial services is the sector where agentic AI buying decisions stall longest, and the
reason is consistent across the firms we have visibility into. The procurement question is
not whether the platform can perform the task. The procurement question is whether the
firm can defend the platform's use to three separate regulators on three separate frameworks,
with the audit trail an examiner will ask for in the first thirty minutes of any examination.
Most platforms cannot produce that audit trail. This dossier is the regulatory landscape, the
specific questions an examiner will ask, and the structural gap that is killing deals at the com-

pliance review.

The three regulatory regimes a US-domiciled financial services firm has to satisfy simultane-
ously when deploying agentic AI: FINRA (for broker-dealers, member firms), the SEC (for reg-
istered investment advisers, investment companies, and the broker-dealer side via Reg BI and
Rule 17a), and applicable state regulators (NY DFS, California DFPI, etc., where the firm is li-
censed). Each has its own framework. None of them have published agentic-Al-specific rules.
All of them apply existing rules to AI deployments and let the firm work out the implementa-
tion. This is the consistent failure mode: the rules apply unambiguously; the implementation
guidance is the firm's problem.

The platform'’s logs are necessary. They are not the
supervisory record on their own. The firm's compliance
team needs the platform to produce a unified, signed,
retention-compliant interaction record per client.

— THE AUDIT-TRAIL PROBLEM

THE OPERATIVE RULES

FINRA 3110 - 4511 - SEC 17a-4 - Reg BI

Four federal rules apply to any Al interaction touching a client account. None were written
for AI. All apply unmodified.
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INRA Rule 3110 (Supervision) is the operative rule for agentic Al in a member firm. The
rule requires the firm to establish and maintain a supervisory system reasonably de-
signed to achieve compliance with applicable securities laws. When an AI agent takes an
action that would have been a registered representative action — drafting client communica-
tions, conducting account analysis, generating recommendations, interacting with order man-
agement — the supervision rule applies to that action. The supervisor of record has to have the
means to review what the agent did, why it did it, and whether it complied with applicable
rules. This is structural: the firm cannot delegate the supervisory function to the platform; the

firm has to maintain it.

FINRA Rule 4511 (Books and Records) and SEC Rule 17a-4 (records retention) are the operative
rules for the audit trail. Rule 4511 requires firms to maintain books and records as required by
SEC Rules 17a-3 and 17a-4. Rule 17a-4 requires that broker-dealer records be preserved in a
non-rewriteable, non-erasable format (the WORM standard, Write Once Read Many) for the
prescribed retention periods. When the AI agent's decision sequence is part of the supervisory
record, that record needs to meet the WORM standard and the retention period. Logs that are
mutable, or that can be silently filtered, do not satisfy 17a-4.

SEC Reg BI (Regulation Best Interest, 17 CFR § 240.151-1) requires that recommendations to re-
tail customers be in the customer's best interest. When an AI agent generates a recommenda-
tion, the Reg BI obligations apply to the recommendation. The firm has to be able to demon-
strate the basis for the recommendation, the conflicts of interest considered, the disclosures
made — and the demonstration has to survive an SEC examination, which means the underly-
ing record has to be reconstructable on demand from the firm's records.

FINRA Regulatory Notice 24-09 (June 2024, on supervisory considerations for the use of gener-
ative AI) and the 2025 Annual Regulatory Oversight Report's Al section establish FINRA's ex-
pectation that firms apply existing rules to AI deployments and document the supervisory
framework. The notice does not introduce new rules; it makes explicit that the firm cannot
avoid Rule 3110 or Rule 4511 obligations by claiming the Al is autonomous.
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he pattern in recent FINRA examinations of firms with AI deployments has been consis-
T tent. First question: "Show me the Al inventory — every system, every business function,

every supervisor of record." Second question: "For a sample client interaction, show me
the full decision record — the prompt, the agent's reasoning trace, the tools the agent invoked,
the data the agent retrieved, and the final action taken — with timestamps and the supervisor
sign-off where required." This is where most firms fail. The platform produces some of these
elements, the firm's logging captures some, the data warehouse retains some, but the firm can-
not, on demand, produce the unified decision record. Reconstructing it from disconnected

logs takes weeks. The examiner expects it within the examination period.

What the audit-trail problem looks like in practice. A broker-dealer deploys an agentic Al as-
sistant for registered representatives. The assistant drafts client communications, analyses ac-
count positions, suggests rebalancing actions for the rep to consider. Each of these is potential-
ly a Reg BI moment, a 3110 supervision moment, and a 4511/17a-4 record. The platform vendor
produces a chat log. The platform vendor produces a tool-call log. The platform vendor pro-
duces a model-inference log. Three logs. None of them are joined at the platform level. The
firm's SIEM ingests them but doesn't reassemble them into a per-interaction record. When the
examiner asks for one client's six-month interaction history, the firm has to reconstruct it from

three sources.

The structural answer is to treat the interaction record as a first-class output of the platform,
signed at production, retained per the WORM standard, and exported to the firm's record-keep-
ing infrastructure in a format the firm's compliance team can hand to an examiner without re-
work. This is what an audit-grade record looks like in practice: per-interaction, with the
prompt, the agent's reasoning trace, the tool invocations, the data retrievals, the final action,
the supervisor sign-off (where required), and the policy version active at the time. RFC 3161
timestamps. Merkle-tree anchoring (so the firm can prove the record was not altered after the
fact, which is what 17a-4's non-rewriteable requirement is about).

What the firm still owns. The supervisory framework itself is the firm's. The platform produces
the records; the firm's compliance team determines which interactions require supervisor re-
view, what the review consists of, and how the review is documented. The Written Supervisory
Procedures (WSPs) need to address AI explicitly, with the supervisor of record named for each
Al system in the inventory. The firm's training programme has to cover Al use; the firm's annu-
al compliance certification has to cover AI controls.
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hat firms ahead of this curve are doing. They have built the AI inventory before de-

ploying the agentic system, not after. They have updated their WSPs to address Al be-

fore the system goes live, with review by their compliance counsel, not just internal
compliance. They have demanded the unified interaction record from the platform vendor in
the procurement process; they have not accepted "we produce logs" as an answer. The vendors
who can demonstrate the record win the deal. The vendors who cannot are losing.

The state-regulator dimension. NY DFS Cybersecurity Regulation (23 NYCRR 500), as amended
in 2023, requires written cybersecurity policies and risk assessments for AI systems. California
Consumer Privacy Act and California Privacy Rights Act extend privacy obligations to auto-
mated decision-making systems. The audit trail that satisfies FINRA satisfies most of the state
requirements as a side effect, because the state requirements largely require a documented, re-
tained record of Al-driven decisions touching customer data — which is what the FINRA audit
trail already is.

What buyers should ask in the procurement process. First: "Show me the unified interaction
record format. For one of your reference deployments, show me a single client's six-month in-
teraction history as the platform exports it." Second: "What is the retention guarantee? Does
the platform meet 17a-4 WORM standards out of the box, or do we need a separate archiving
tier?" Third: "For each of FINRA Rule 3110, FINRA Rule 4511, SEC Rule 17a-4, and SEC Reg BI,
name the platform features that support compliance and the customer obligations that

remain."

The 2026 FINRA examination programme will continue to focus on AI. Firms with AI deploy-
ments are being examined on Al specifically. The firms that survive these examinations are the
ones whose audit trails are unified, signed, retained, and ready. The firms that struggle are the

ones whose audit trails are still being assembled when the examiner walks in.
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ealthcare is the sector where agentic AI procurement decisions take the longest, and the
H reason is structural: a healthcare deployment has to satisfy three overlapping regulato-

ry frames simultaneously, none of which were designed with agentic AI in mind. The
frames overlap differently for different deployment shapes — an AI assistant that drafts inter-
nal emails for hospital administrators sits in a very different regulatory posture from an Al
tool that summarises a patient encounter for a clinician. This dossier walks through the three
frames, the line that separates productivity tooling from regulated medical devices, and what a

healthcare buyer should ask any AI vendor before procurement begins.

Before the regulatory walk-through: a critical scope clarification. Vantage Workspace is a pro-
ductivity platform with strong audit posture. It is not a clinical decision support system. It is
not a medical device under any FDA definition. It does not produce clinical recommendations,
does not interpret medical images, does not generate diagnostic conclusions. The platform fits
administrative and clinically-adjacent uses (internal communications, document drafting, file
management, agent-assisted operational work) where the regulatory exposure is real but
bounded. Where a healthcare organisation needs an AI tool that participates in clinical deci-
sion-making, that is a different product category — typically requiring FDA 510(k) clearance,

ONC certification, or both — and we will tell you so in the first conversation.

The platform fits administrative and clinically-adjacent
uses. Where a healthcare organisation needs an Al tool
that participates in clinical decision-making, that is a
different product category — typically requiring FDA
510(k) clearance.

— SCOPE CLARIFICATION

THREE OPERATIVE FRAMES

HIPAA - FDA SaMD - State medical board

Each applies independently. The platform's posture has to satisfy all three, or name the
limit explicitly.
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he first frame is HIPAA. The Health Insurance Portability and Accountability Act, with its
Privacy Rule (45 CFR Part 164 Subpart E) and Security Rule (Subpart C), is the operative
federal framework whenever Protected Health Information is involved. PHI is broadly
defined: any individually identifiable health information held or transmitted by a covered en-
tity or business associate, in any form, including electronic. The moment an agentic Al tool
reads, drafts, summarises, or transmits PHI, the platform vendor becomes a Business
Associate under 45 CFR 160.103, requiring a Business Associate Agreement, the Security Rule's
administrative/physical/technical safeguards, breach notification under the HITECH amend-

ments, and the minimum-necessary standard under 164.502(b).

The minimum-necessary standard is the part agentic AI buyers most often underestimate.
Under 164.502(b), a covered entity must make reasonable efforts to use, disclose, and request
only the minimum amount of PHI necessary to accomplish the intended purpose. Applied to
an AI agent, this means: the agent should not have undifferentiated access to a patient's full
record when the task at hand only requires a specific section. A chatbot that ingests an entire
EHR record to answer a scheduling question fails the minimum-necessary standard, even if
every other HIPAA control is in place. The structural answer is per-task scope enforcement at
the platform level — which Vantage Workspace's per-agent permission model and policy en-
gine produce, but which is missing from most agentic AI products that ship as "give the agent
your data and let it figure out what it needs."

The second HIPAA dimension that catches healthcare deployments: the breach notification
calculus when an Al's output is itself the breach. If an agent's reply contains information from
another patient's record (a memory leak, an embedding inversion, a retrieval scope error), the
disclosure is reportable under 164.404. The notification clock starts at discovery. The HHS
Office for Civil Rights has signalled in 2025 enforcement guidance that Al-driven incidents are
a focus area. The platform's posture has to assume incidents will happen and produce the con-
temporaneous evidence record that makes notification fast, accurate, and bounded.

The second frame is FDA Software as a Medical Device. The FDA's authority over software as a
medical device derives from the Federal Food, Drug, and Cosmetic Act and is operationalised
through the Center for Devices and Radiological Health (CDRH). The relevant guidance for
AI/ML-enabled software has matured significantly since the FDA's 2019 discussion paper, with
the January 2025 final guidance on Predetermined Change Control Plans (PCCPs) for AI/ML
SaMD providing the current procedural framework for how such products are cleared and how
they can change post-market without requiring re-clearance.
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he line that matters for healthcare AI procurement is whether the software is a medical

device under section 201(h) of the FD&C Act. The 21st Century Cures Act narrowed the

definition for clinical decision support software at section 3060, exempting CDS that
meets four specific criteria. Software that fails any of the four criteria — particularly the "inde-
pendent review" clause for recommendation-generating tools — falls back into the device defi-
nition and requires FDA pathway selection.

Applied to agentic Al, the test is concrete: an agent that drafts a clinical note for a physician to
review and edit before signing is administrative; an agent that generates a diagnostic recom-
mendation that the physician relies on without independent verification is potentially device-
regulated. The line is sharper than vendor marketing suggests. The 2025 guidance specifically
addresses how iterative AI changes (model retraining, prompt template updates, tool catalogue
changes) interact with the device pathway: a PCCP allows pre-authorised changes within a de-
clared envelope; changes outside the envelope require new submission.

What this means for procurement: a healthcare organisation evaluating Vantage Workspace
for administrative and clinically-adjacent uses faces a HIPAA evaluation but not an FDA evalu-
ation. A healthcare organisation evaluating an agentic AI product for clinical decision support
faces both, and should be cautious of vendors who claim FDA exemption without explaining
which of the four Cures Act criteria the product satisfies. We do not claim FDA exemption be-
cause we do not deploy in clinical decision support; the question does not arise.

The third frame is the supervision and accountability layer. State medical boards have begun
publishing guidance on Al-assisted clinical practice, with California's Medical Board (under AB
3030, effective January 2025) requiring physicians to review and confirm Al-generated content
before it is communicated to patients, and similar requirements emerging in Texas (HB 4660),
New York (the proposed Al in Healthcare Disclosure Act), and the Federation of State Medical
Boards' 2024 model guidance. The accountability remains with the licensed clinician; the AI
tool is treated as a medical assistant whose work the clinician supervises and signs.

The Agentic AI Procurement Handbook - 1.0 workspace.handvantage.com



PART IITI CH. 07 - HEALTHCARE — HIPAA, FDA SAMD, THE SUPERVISION QUESTION

he Joint Commission's standards for hospital accreditation address AI under the
T Information Management chapter and the Patient Safety Systems chapter, with the 2025
revision adding specific expectations around AI governance, including documented poli-
cies for AI tool selection, validation processes for AI outputs in clinical contexts, and incident
reporting for Al-related adverse events. Joint Commission surveyors increasingly ask to see
the AI inventory and the supervision framework as part of standard surveys, not as a special

focus area.

Liability allocation is the question that ultimately determines deployment shape. Under cur-
rent malpractice doctrine, the supervising physician retains responsibility for clinical deci-
sions even when those decisions are informed or generated by Al. A vendor that fails to deliver
the audit trail necessary to demonstrate physician supervision is exposing the physician to a
defence-burdening evidence gap. A platform that produces unified, signed, contemporaneous
records of AI output and physician review is the platform that supports defensible practice.

The platform's posture for healthcare deployments. Vantage Workspace fits the administrative
and clinically-adjacent layer of a healthcare organisation's workload. The platform produces
the HIPAA-required evidence record, supports per-agent scope enforcement consistent with
the minimum-necessary standard, ships with Keycloak preconfigured (federating to the cus-
tomer's existing identity provider — typically Okta, Microsoft Entra ID, or Epic-integrated iden-
tity in EHR-heavy environments — when one is in place), and feeds the customer's existing

SIEM where their security operations are already running.

What the platform does NOT do for healthcare: it does not generate clinical recommendations,
interpret diagnostic data, or produce content that a clinician would rely on without indepen-
dent review. It does not have FDA clearance because it does not require it. It does not replace
the EHR. It does not handle the physician supervision workflow on its own — that workflow is

configured by the customer's medical informatics team using the platform's policy framework.
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hree deployment patterns we see in healthcare procurement. The first is administrative-
T only: the platform is used for internal hospital operations where PHI is incidentally

present but not the focus. HIPAA applies; FDA does not; supervision is general organisa-
tional accountability. The second is clinically-adjacent: the platform supports work that touch-
es clinical operations without participating in clinical decisions. HIPAA applies in full; FDA
generally does not, provided no clinical recommendations are generated. Most healthcare de-
ployments of agentic productivity platforms land here. The third is clinical-decision-support,
where the AI participates in care decisions. This is where Vantage Workspace stops being the

right product; we will tell a healthcare buyer this directly.

Four questions a healthcare buyer should ask any agentic Al vendor before procurement. First:
"Will you sign a Business Associate Agreement, and which of the Security Rule's safeguards do
you implement at the platform level?" Second: "How does the platform enforce the minimum-
necessary standard at the per-agent, per-task level? Show me a worked example of an agent's
permission scope being narrower than the user who delegated to it." Third: "Is your platform
regulated as a medical device under FDA SaMD criteria? If you claim exemption under the
Cures Act, which of the four section 3060 criteria does the platform satisfy?" Fourth: "What
does the audit record look like for a single physician interaction across a 24-hour shift, and can
you produce it during an OCR examination or a Joint Commission survey within the response
window the regulator allows?"

Vantage Workspace fits a specific portion of the healthcare AI workload. The portion it fits is
large — most administrative and clinically-adjacent productivity work falls in this category.
The portion it does not fit (clinical decision support) is a different product category. A health-
care buyer who knows which use cases sit where in this map can make a procurement decision
faster, with less risk of either deploying the wrong tool for the job or accepting unnecessary
regulatory exposure.
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intech is structurally harder than the financial-services dossier suggests. That earlier

piece looked at FINRA-registered broker-dealers and SEC-registered advisers — large, es-

tablished firms with mature compliance functions and decades-deep regulatory relation-
ships. Fintech is different in three ways that matter for agentic AI procurement: the regulatory
map has more pieces and they overlap more confusingly, the supervisory relationship often
runs through a sponsor bank rather than directly to a regulator, and the company is typically
smaller and faster-moving than the compliance burden alone would suggest is sustainable.
This dossier walks through what changes when the fintech CEO, the head of compliance, or the
CTO is the buyer.

Before the regulatory walk: a critical scope clarification, parallel to the one in our healthcare
dossier. Vantage Workspace is a productivity platform with strong audit posture. It is not a
credit-decisioning system. It does not produce underwriting recommendations, does not per-
form automated KYC adjudication, does not generate fraud-decision outputs that go directly to
a customer without human review. The platform fits internal operations, employee-facing Al
workflows, and customer-service-support use cases. It does not fit the use case where the agen-
tic Al itself is the decisioning engine in a credit, lending, payments, or AML workflow. We will

tell a fintech buyer this directly in the first conversation.

A fintech that cannot demonstrate a documented Al
governance posture, with audit trails the bank's
examiners can review, is increasingly being
deplatformed or denied new partnerships.

— THE POST-SYNAPSE SPONSOR-BANK TIGHTENING

INTERAGENCY GUIDANCE

OCC - FDIC : Fed - June 2023

Joint third-party risk management framework. Sponsor banks now apply it to fintechs as a
matter of course — and to the Al tools fintechs use.
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he first regulatory frame is BSA and AML. The Bank Secrecy Act and the related anti-
money-laundering regime are the operative federal framework for any fintech moving
customer funds, opening customer accounts, or processing payments. FinCEN adminis-
ters BSA; specific obligations include the Customer Identification Program (31 CFR 1020.220),
the Customer Due Diligence rule (1010.230), Suspicious Activity Reporting (1020.320), Currency
Transaction Reports, and the OFAC sanctions screening regime. Each of these has implications
for how AI tools can be used in customer onboarding, transaction monitoring, and risk

scoring.

The FinCEN guidance from 2024 on AI in BSA compliance programs makes the operative prin-
ciple explicit: Al tools can augment a BSA compliance program but cannot be the sole decision-
ing layer for SAR filings, for sanctions hits, or for high-risk customer designations. Human re-
view at the moment of decision is required, and the audit trail has to demonstrate that human
review actually happened — not just that a human was theoretically in the loop. The platform
that supports this requirement is the platform that produces a unified record of the AI's out-
put, the human's review timestamp, the human's reasoning, and the final decision.

The second regulatory frame is fair lending. The Equal Credit Opportunity Act (ECOA) and its
implementing Regulation B (12 CFR 1002) prohibit discrimination on prohibited bases in any
aspect of a credit transaction. The Fair Housing Act extends similar protections to mortgage
lending. The Consumer Financial Protection Bureau is the operative enforcer for non-bank
lenders; bank lenders face overlapping enforcement from their primary federal regulator and
the CFPB.

The CFPB's September 2023 statement on adverse action notices for Al-driven credit decisions
changed the operating burden materially. Under Regulation B and the Fair Credit Reporting
Act, lenders must provide adverse action notices that include specific principal reasons for the
denial. The CFPB clarified that generic reason codes are not acceptable when an AI model used
dozens or hundreds of features in the decision. The notice must reflect the actual factors that
drove the model's decision for that specific applicant. This is operationally hard for opaque

models and impossible for models without proper output-to-feature attribution.
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here Vantage Workspace fits in the fair-lending picture: the platform supports fintech
W employees in operational work that is adjacent to lending (drafting customer commu-

nications, summarising compliance reports, coordinating with the compliance team)
but does not generate the credit decision itself. The audit trail the platform produces is what
supports the fintech's ability to demonstrate to an examiner that AI was used for permitted
purposes and not for prohibited ones. Where a fintech needs an Al tool that participates in the
credit decision, that tool needs to come from a vendor specialising in explainable AI under-
writing (companies like Zest AI, Upstart's licensable model platform, Stratyfy, or LenddoEFL).

The third regulatory frame is the sponsor-bank relationship for fintechs operating under a
Banking-as-a-Service (BaaS) or middleware model. A non-bank fintech offering bank-like ser-
vices typically does so through a partnership with a chartered bank that provides the regulato-
ry umbrella. The sponsor bank's primary federal regulator (OCC for national banks, FDIC for
most state-chartered banks, the Federal Reserve for state member banks) treats the fintech as

a third party to the bank — and applies the full third-party risk management framework to it.

The Interagency Guidance on Third-Party Relationships, jointly issued by the OCC, FDIC, and
Federal Reserve in June 2023 (replacing earlier OCC Bulletin 2013-29 and similar predecessors),
is the operative document. It requires the sponsor bank to perform due diligence on the fin-
tech's information security, business continuity, compliance program, and operational re-
silience — including how the fintech uses AI tools. After the high-profile failures of 2024 (the
Synapse collapse, the Evolve Bank consent order, multiple OCC enforcement actions against
sponsor banks for inadequate fintech oversight), sponsor banks have tightened their due dili-
gence requirements significantly. A fintech that cannot demonstrate a documented AI gover-
nance posture is increasingly being deplatformed or denied new partnerships.

This is where Vantage Workspace addresses a specific pain point that incumbents don't face. A
large bank already has a model risk management program, an information security organisa-
tion, and decades of audit infrastructure. A fintech with 40 employees, an aggressive product
roadmap, and a sponsor bank asking for SR 11-7-equivalent documentation is structurally un-
derserved by the productivity tooling available to it. The platform's value proposition for this
fintech is the documented AI governance posture, the unified audit trail, and the framework-
mapped compliance evidence — produced as a feature of the platform, not as a quarterly

project the fintech's small compliance team has to construct from scratch.
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hree deployment patterns we see in fintech procurement. The first is operations-only:
T the platform is used for internal company operations where customer data is incidental-

ly present but not the focus. The second is customer-service-support: the platform sup-
ports employees who interact with customers, helping them draft responses, summarise ac-
count history, coordinate across teams. The AI does not make decisions the customer sees di-
rectly — the employee reviews and sends. UDAAP applies (because the platform's outputs
reach customers via the employee). Most fintech deployments of agentic productivity plat-
forms ultimately land here. The third is decision-making AI in a regulated workflow — credit
decisioning, AML transaction monitoring, KYC adjudication, fraud-decision automation. This
is where Vantage Workspace stops being the right product.

What the customer still owns. The BSA compliance program is the fintech's; we provide the
platform-level audit infrastructure, but the SAR review workflow, the high-risk customer de-
termination, the OFAC hit adjudication remain the compliance team's work. The fair-lending
policy and the underwriting guidelines (where the fintech is doing any kind of lending) are the
fintech's. The relationship with the sponsor bank — including the documentation the bank re-
quires for Al governance — is the fintech's; we make the documentation easier to produce, but

we do not deliver the bank relationship.

Five questions a fintech buyer should ask any agentic AI vendor before procurement. First:
"Will you sign a data processing agreement that satisfies our sponsor bank's third-party risk
management requirements? Specifically, will you commit to the controls in the OCC's 2023
Interagency Guidance?" Second: "For BSA/AML use cases, how does the platform support the
requirement that AI tools augment but do not replace human decisioning?" Third: "Does any
output of your platform reach a customer without human review? If so, walk me through how
that output is monitored for UDAAP risk." Fourth: "What is your model risk management docu-
mentation? Specifically, can you provide what an OCC examiner would want to see under SR
11-7 extended to AI/ML models?" Fifth: "What does the audit record look like during a CFPB

examination?"

The 2026 fintech regulatory environment is being shaped by three converging pressures: the
post-Synapse tightening of sponsor-bank due diligence, the CFPB's expanded focus on algorith-
mic accountability in consumer financial products, and the OCC's extension of SR 11-7 model
risk management expectations to AI/ML across the regulated banking system. Fintechs that
will continue to grow in this environment are the ones that can demonstrate documented Al
governance to their sponsor bank, can produce examination-ready audit trails to their con-
sumer regulator, and can match the right Al tool to the right use case without overreaching
into regulatory categories the tool was not designed for.
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antage Workspace fits a specific portion of the fintech AI workload: operations, internal
V coordination, and customer-service-support — the work that touches the regulatory
perimeter without being the regulated decision itself. The portion is large enough that
most fintechs we talk to could deploy the platform across 60-80% of their AI use cases. The
portion the platform does not fit is a different product category, and a fintech buyer who
knows the difference can make procurement decisions that survive sponsor-bank scrutiny and

consumer-regulator examination.
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means in this context.
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ITT INDIGENOUS DATA

anadian public-sector AI procurement is structurally different from the US federal model
C the agentic-AI vendor ecosystem has spent the last two years optimising for. The differ-

ences matter at the procurement-decision level: a federal department in Ottawa, a pro-
vincial agency in Quebec City, a Crown Corporation operating across the country, and a First
Nations government with a self-government agreement are all considered "public sector" in
casual conversation, but they answer to different regulators, operate under different privacy
frameworks, hold different procurement obligations, and — in the case of First Nations govern-

ments — exist within a sovereignty frame that requires different conversations entirely.

Before the regulatory walk: a critical scope clarification. Vantage Workspace is a productivity
platform for internal government operations and employee-facing AI workflows. It is not a citi-
zen-facing decision-making system. It does not produce automated decisions that bind indi-
viduals (a benefits eligibility determination, a permit denial, an immigration adjudication).
The federal Treasury Board Directive on Automated Decision-Making and provincial equiva-
lents apply specifically to systems that make or recommend decisions affecting the rights,
privileges, or interests of individuals. The platform fits internal coordination, document draft-
ing, briefing-note preparation, and operational work; it does not fit the use case where the AI

itself is the decisioning layer in a citizen-facing service.

Vendors who treat Indigenous data sovereignty as a
checklist item will lose deals, often quickly and quietly.
Vendors who approach the conversation with humility
about the limits of what generic compliance frameworks
can address will earn the conversation.

— ON FIRST NATIONS DATA SOVEREIGNTY

FIVE JURISDICTIONAL FRAMES

Federal - Provincial - Crown Corp - Sovereign
Nations - Sensitive institutions

Each operates under different rules. A vendor that treats Canada as one jurisdiction will
struggle in any of the five.
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he first regulatory frame is federal. The Treasury Board Secretariat's Directive on
Automated Decision-Making (TBSDADM, in force since April 2019, amended April 2023) is
the operative federal framework for any automated system that supports or replaces an
administrative decision affecting an individual. The Directive establishes four impact-level
classifications based on the reversibility, duration, and reach of the decision's effects, with pro-
gressively stringent requirements at each level — including the mandatory Algorithmic Impact
Assessment (AIA) before deployment. The 2023 amendments tightened the requirements for

transparency, peer review, and ongoing monitoring.

The federal privacy frame layers on top. The Privacy Act (R.S.C. 1985, c. P-21) governs the col-
lection, use, and disclosure of personal information by federal institutions; the Personal
Information Protection and Electronic Documents Act (PIPEDA) governs commercial-context
personal information. The Office of the Privacy Commissioner of Canada has issued multiple
Al-specific guidance documents since 2023. AIDA — the Artificial Intelligence and Data Act,
currently moving through Parliament — would extend formal AI obligations to private-sector
deployments, but federal institutions will continue to be governed primarily by the Privacy
Act and the TBSDADM regardless of AIDA's final form.

The second frame is provincial. Each province has its own privacy framework, and the patch-
work is real. Quebec's Law 25 (formerly Bill 64, fully in force since September 2024) is the most
stringent, with explicit Al provisions including a transparency requirement when an automat-
ed decision is made about an individual and a right of human review. British Columbia and
Alberta operate under PIPA. Ontario's public sector operates under FIPPA and MFIPPA; the
Ontario AI Framework, established by directive in December 2023, lays out the operational ex-
pectations. The Information and Privacy Commissioners of Ontario, BC, and Quebec each have
published Al-specific guidance and an examination posture, with growing focus on AI in 2025
and 2026.

The third frame is the Crown Corporation dimension. Crown Corps occupy a particular space:
they are federally chartered (or provincially, in some cases) but operate with commercial-style
mandates and degrees of independence that vary by enabling legislation. Most Crown Corps
are subject to the Privacy Act and (where the Directive applies) the TBSDADM, but the applica-
tion is typically through their enabling legislation rather than directly. AI procurement at a
Crown Corp involves the same federal frameworks as a department but with the addition of
the Corp's own commercial considerations.
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he fourth frame, and the one most non-Indigenous procurement teams underestimate, is
T sovereign Nations. There are over 600 First Nations communities in Canada, each with its

own government structure; some operate under the Indian Act, others have negotiated
self-government agreements that establish jurisdictional authority over their own data, ser-
vices, and operations. Métis nations and Inuit governance bodies have parallel but distinct
sovereignty frames. The Federal Court of Appeal's 2024 jurisprudence on First Nations data
sovereignty, the OCAP® principles articulated by the First Nations Information Governance
Centre (Ownership, Control, Access, and Possession), and the United Nations Declaration on
the Rights of Indigenous Peoples (UNDRIP, adopted into Canadian law via the UNDRIP Act in
2021) collectively establish that data about Indigenous individuals and communities is gov-

erned by frameworks that are not reducible to PIPEDA or provincial privacy law.

Practically, what this means for an Al vendor: a procurement conversation with a First Nations
government, a Crown corporation operating in Indigenous-relations contexts, or a federal pro-
gram serving Indigenous communities is not a procurement conversation that "the platform
satisfies our standard data residency requirements" will close. The conversation requires con-
sultation with the Nation's data governance body (where one exists), respect for OCAP princi-
ples in the platform's deployment, and — in the case of self-governing Nations — recognition
that the Nation itself is the regulator of how data about it and its members is processed.
Vendors who treat Indigenous data sovereignty as a checklist item will lose deals, often quick-
ly and quietly.

The fifth frame is core sensitive institutions. This category — defence-adjacent organisations
(Department of National Defence, Communications Security Establishment, Canadian Security
Intelligence Service), critical infrastructure operators, public safety institutions, and certain
health system bodies — operates under additional security frameworks that overlay the stan-
dard public-sector regime. The Government of Canada Security Categorization Standard, the
Communications Security Establishment's Cyber Security Centre guidance, and (for defence-
specific contexts) the requirements applicable to controlled goods and ITAR-equivalent
regimes establish what AI deployments are permitted and what platform-level controls are
required.

The platform's posture for Canadian public sector. Vantage Workspace fits the internal-opera-
tions and employee-facing AI workflow layer of a public-sector institution's workload. The
platform produces the audit evidence record that satisfies AIA monitoring requirements where
applicable, supports per-agent scope enforcement consistent with the minimum-collection
principles in federal and provincial privacy law, ships with Keycloak preconfigured (federat-
ing to the institution's existing identity provider — typically Active Directory / Microsoft Entra
ID for federal departments, GCKey or provincial equivalents for citizen-facing systems — when
one is in place), and feeds the institution's existing SIEM where their security operations are
running.
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hat the platform does NOT do for Canadian public sector: it does not produce automat-

ed decisions that fall under the TBSDADM's Level III or Level IV impact classifications.

It does not handle the Algorithmic Impact Assessment process on the institution's be-
half — the AIA is the institution's document. It does not replace ProtectedB or higher security
classification handling — the platform's deployment must align with the security categoriza-
tion of the data it will touch. For Indigenous data contexts specifically, the platform deploy-
ment must be negotiated with the relevant Nation or governance body; we do not claim a
generic OCAP compliance posture, because OCAP compliance is a relationship, not a vendor
checklist.

Three deployment patterns we see. The first is internal-operations-only: briefing note drafting,
internal coordination, vendor management, project documentation. The TBSDADM does not
apply (no automated decisions affecting individuals); the Privacy Act and provincial equiva-
lents apply where personal information is incidentally present. The second is employee-fac-
ing-with-citizen-context: the platform supports employees who interact with citizens or who
handle citizen data. The AI does not make decisions citizens see directly. Most Canadian pub-
lic-sector deployments eventually land here. The third is automated-decision systems falling
under the TBSDADM's Level III or IV classifications. Vantage Workspace stops being the right
product here.

Five questions a Canadian public-sector buyer should ask any agentic AI vendor before pro-
curement. First: "What is your security clearance status, and at what classification levels can
you support deployment? Specifically, can you support a deployment at ProtectedB?" Second:
"For the TBSDADM, where in your platform do you produce technical evidence that supports
the Algorithmic Impact Assessment process?" Third: "For provincial deployments, particularly
in Quebec under Law 25, how does your platform support the transparency and human-review
obligations?" Fourth: "Have you deployed in or alongside a First Nations government, Crown
Corporation, or Indigenous-relations context? If so, how did you approach the OCAP princi-
ples? If not, are you willing to work through that conversation rather than treat it as standard
compliance?" Fifth: "What does the audit record look like for an Office of the Information and
Privacy Commissioner examination, or for a Treasury Board Secretariat audit?"

Vantage Workspace fits a specific portion of the Canadian public-sector AI workload. The por-
tion is large — most internal-operations and employee-facing work in a department, agency,
Crown Corporation, or Indigenous government falls in this category — and the regulatory bur-
den is real but bounded. The portion it does not fit is a different product category, and a public-
sector buyer who knows the difference can make procurement decisions that survive Office of
the Privacy Commissioner examination, Treasury Board Secretariat audit, and the consulta-
tion obligations the Crown and individual institutions hold to Indigenous Nations and

communities.
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egal services is the sector where agentic AI procurement has the smallest margin for er-
L ror, because the same conduct rules that make a lawyer's work valuable — confidentiality,

competence, supervision, the duty to communicate honestly with clients — apply unmod-
ified to Al tools that participate in the work. A misjudged AI deployment in a law firm is not a
productivity issue; it is a discipline-committee issue, a malpractice-insurance issue, and a rep-
utational issue all at once. Three lawyers were sanctioned in the Avianca case for ChatGPT-fab-
ricated citations in 2023, and the discipline cases have continued through 2024 and 2025 in

growing volume.

Before the regulatory walk: a critical scope clarification, parallel to the healthcare and fintech
dossiers. Vantage Workspace is a productivity platform that supports lawyers in their work. It
is not a substitute for a lawyer. It does not produce legal advice that a client receives directly. It
does not draft and file documents that go to court without lawyer review. It does not engage in
the practice of law, which in every jurisdiction is reserved for licensed members of the bar.
The platform fits the workflow of a lawyer or a legal professional doing their work: drafting,
research, summarisation, scheduling, document management, internal coordination. The
platform does not fit the unauthorised-practice-of-law concern that has driven discipline

against several Al-assisted "legal service" companies.

The conduct rules do not prohibit Al assistance — they
require that the lawyer's supervision actually happen,
with documentation that demonstrates it happened,
before the work product leaves the firm.

— ON MATA V. AVIANCA AND THE SUPERVISION RULE

ABA FORMAL OPINION

512 - July 2024

Consolidates confidentiality (1.6), competence (1.1), supervision (5.3), and client
communication into one operative framework for generative Al.
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he first conduct rule is confidentiality. The American Bar Association's Model Rule 1.6
and the parallel rules in every state of the US (and the equivalent provisions in the
Federation of Law Societies of Canada Model Code, adopted with provincial variations)
impose a duty on lawyers to preserve the confidentiality of information relating to the repre-
sentation of a client. The rule extends beyond solicitor-client privilege to all information about
the representation, regardless of whether the information is protected by privilege rules in

court.

When an agentic Al tool processes confidential information, the question becomes: where
does that information go, and who can see it? Most consumer-grade Al assistants and most en-
terprise SaaS AI products process data on the vendor's infrastructure, with terms of service
that permit some level of telemetry, training-data use, or vendor employee access for support
purposes. None of those terms are necessarily incompatible with Rule 1.6, but they require
analysis: the lawyer needs to understand where the data goes, what the vendor's contractual
restrictions are, whether informed client consent is required, and whether the lawyer's obliga-
tion to take reasonable precautions to prevent inadvertent disclosure (Comment [18] to Rule
1.6 in the US, similar comments in Canadian rules) is satisfied by the vendor's security posture.

The Law Society of Ontario's 2024 guidance on Al use in legal practice, the Canadian Bar
Association's 2024 practice resource, and the Federation of Law Societies of Canada's 2025 mod-
el code amendments collectively make the operative principle explicit: the lawyer remains re-
sponsible for the confidentiality of information processed by AI tools the lawyer chooses to
use. Vendor terms that permit any use of client data outside the immediate processing of the
lawyer's request — for model training, for product improvement, for vendor analytics — are
likely to fail Rule 1.6 unless the client has been informed and has given informed consent.

The second conduct rule is competence. ABA Model Rule 1.1 (and the parallel competence
rules in Canadian provincial codes) requires lawyers to provide competent representation.
Comment [8] to Rule 1.1, added in 2012 and now adopted in nearly every US jurisdiction, ex-
pressly extends competence to include keeping abreast of changes in the law and its practice —

"including the benefits and risks associated with relevant technology."
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pplied to agentic Al, the competence rule means a lawyer who chooses to use an Al tool
has an affirmative duty to understand what the tool does, where its limitations lie, and
what risks attach to its use. The ABA Formal Opinion 512, issued in July 2024, made this
explicit for generative AI specifically: lawyers must "reasonably understand" the Al tools they
use, including whether the tool may produce false or misleading outputs (the "hallucination"
problem), whether the tool retains or transmits client information, and whether the tool's use
is consistent with the lawyer's other professional obligations. A lawyer who delegates work to
an Al tool without this understanding is at risk of a competence violation regardless of

whether the Al's output is correct.

The third conduct rule is supervision. ABA Model Rule 5.1 governs the supervision of subordi-
nate lawyers; Rule 5.3 governs the supervision of non-lawyer assistants. The 2024 amendments
to the comments on Rule 5.3 (and parallel guidance in Canadian provinces) clarified that AI
tools used in legal practice are governed by the supervision framework that applies to non-
lawyer assistants. The lawyer is responsible for the AI's work as if the work had been done by a
paralegal or assistant under the lawyer's supervision.

The supervisory framework in practice means: the lawyer is responsible for verifying the AI's
outputs before they are used. An Al that drafts a research memo with fabricated case citations
has, under the supervision rule, produced work the supervising lawyer had a duty to verify.
The Avianca decision (Mata v. Avianca Inc., S.D.N.Y. 2023) and the discipline cases that fol-
lowed it each turned on this point: the lawyers had not verified the AI's output before submit-
ting it to the court. The conduct rules do not prohibit AI assistance — they require that the
lawyer's supervision actually happen, with documentation that demonstrates it happened, be-
fore the work product leaves the firm.

The privilege dimension is distinct from confidentiality and worth naming separately.
Solicitor-client privilege (in Canadian law) and attorney-client privilege (in US law) protect
communications between a lawyer and client made for the purpose of obtaining legal advice,
from compelled disclosure in court. The privilege belongs to the client, not the lawyer. The
current consensus across US and Canadian jurisdictions is that processing through a vendor's
AT tool does NOT automatically waive privilege provided the vendor is under a confidentiality
obligation equivalent to the lawyer's, and provided the vendor's access is limited to what is

necessary to perform the contracted service.
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owever, the privilege analysis becomes more complicated when (a) the AI vendor uses
H the data for purposes beyond the immediate processing, (b) the AI vendor's subcontrac-

tors or sub-processors have access, or (c) the Al vendor's jurisdiction of operation cre-
ates exposure to compelled disclosure under foreign law (a particular concern with US-based
vendors processing Canadian-client data in a context where US discovery orders might reach
the vendor). The Canadian Bar Association's 2024 practice resource specifically flags the cross-
border data processing concern as a privilege risk that lawyers should evaluate before deploy-
ing Al tools.

ABA Formal Opinion 512 (July 2024) is the most significant recent guidance and consolidates
the analysis across confidentiality, competence, supervision, and the duty of communication
with clients. The opinion specifically addresses generative Al use and concludes: lawyers may
use Al tools, must understand them, must take reasonable precautions to protect client infor-
mation, must verify the AI's outputs, must obtain client consent in some circumstances, and
must consider whether to disclose AI use in the lawyer's billing and communication with the
client. Subsequent state ethics opinions in California, New York, Florida, Illinois, and several
other jurisdictions have largely tracked Opinion 512's approach.

The platform's posture for legal services. Vantage Workspace fits the workflow of lawyers and
legal professionals doing their work, with a deployment model that addresses each of the four
professional-conduct dimensions. On confidentiality (Rule 1.6): the platform runs on the firm's
infrastructure, the firm controls the data plane, no telemetry phones home to the vendor, and
no data is used for model training. On competence (Rule 1.1): the platform's outputs are ac-
companied by sufficient transparency for the lawyer to verify (model version, prompt, re-
trieval sources where applicable). On supervision (Rule 5.3): the platform's audit log records
the lawyer's review action — when the lawyer reviewed the AI's output, what changes the
lawyer made, when the lawyer signed off. On privilege: the platform's deployment on firm in-
frastructure means no third-party AI vendor accesses client data in the way that would create
privilege risk.

What the platform does NOT do for legal services: it does not provide legal advice. It does not
file documents on a client's behalf. It does not engage with clients without lawyer involvement.
It does not produce work product that a court receives without lawyer review and signature. It
does not adjudicate matters. Each of these would constitute the practice of law, which is re-
served to licensed lawyers; the platform is designed to support lawyers, not to replace them.
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hree deployment patterns we see in legal-services procurement. The first is internal-

firm-operations: knowledge management, internal communications, conflicts checking,

scheduling, billing administration. Confidentiality applies in the standard way; privilege
is not implicated because the work is not legal practice. The second is lawyer-augmenting-on-
client-matters: research, drafting, document review, summarisation of case materials, where
the lawyer's judgment and supervision are central. Most legal-services deployments of agentic
productivity platforms ultimately land here. The third is client-facing-AI or AI-as-the-practice-
of-law. This is where Vantage Workspace stops being the right product.

Five questions a legal-services buyer should ask any agentic AI vendor before procurement.
First: "Where is client data processed, and what are the contractual restrictions on the vendor's
use of that data? Specifically, can you confirm in writing that no client data is used for model
training?" Second: "For ABA Model Rule 1.1 competence, what materials do you provide to help
our lawyers reasonably understand your Al tool?" Third: "For Rule 5.3 supervision, what does
the audit log look like for a lawyer's review of an AI output? Walk me through how a discipline-
committee investigation would reconstruct, six months after the fact, that a specific lawyer
verified a specific AI output before it was used." Fourth: "What is your sub-processor list,
where do they operate, and what is your exposure to compelled disclosure under foreign law?"
Fifth: "Have you been the subject of any discipline-committee investigation, malpractice-in-
surance claim, or court sanction related to AI use in legal practice?"

Vantage Workspace fits a specific portion of the legal-services AI workload — internal firm op-
erations and lawyer-augmenting work where the lawyer's judgment remains central. The por-
tion is large enough that most law firms could deploy across most of their internal AI use cas-
es. The portion the platform does not fit (client-facing legal-advice automation, document fil-
ing without lawyer review) is a different product category, with its own regulatory pressure
and its own discipline risks. A legal-services buyer who knows the difference can make pro-
curement decisions that survive ethics review, malpractice underwriting, and the discipline-
committee scrutiny that will continue to define the Al-in-legal-practice conversation through
2026 and beyond.
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configurable — and the audit log is non-contestable on
whether the layers were running.
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he 7-Layer Defence Architecture is the structural foundation of Vantage Workspace.
T Every prompt, every tool call, every agent action is mediated through seven discrete lay-
ers, each with its own responsibility and each producing a signed audit event. The events
ladder into a tamper-evident log that exports directly to the customer's SIEM. The architecture
is structural, not configurable: every layer is present in every deployment, every layer's evi-
dence is continuous, and the audit log is non-contestable on whether the layers were running

— they were, by construction.

The structural-not-configurable decision was the hardest decision in the early architecture.
The first version of the seven-layer defence let operators turn layers off, reorder them, run
them in parallel. We rationalised this as flexibility, the standard rationalisation in enterprise
software. We were wrong. The audit log was contestable. An auditor reviewing the log would
reasonably ask: "show us the evidence that Layer 4 was active for every event in the audit win-
dow." The configurability of the layer made that evidence harder to produce. We had created a
system that could be made compliant but could not be proved compliant — which is, in the

regulatory frame we were targeting, the same as not being compliant.

The audit log is non-contestable on whether the layers
were running — they were, by construction.

— ON STRUCTURAL DEFENCE

ATTRIBUTION

3 levels

Every action attributed to the human, the orchestrator (Pilot), and the specialist (Hunter,
Sentry, Concierge, Analyst). Audit reconstruction is per-action, not per-aggregate.
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e rebuilt the architecture as structural. The seven layers are present in every deploy-

ment. Their order is fixed. Their evidence outputs are continuous. Operators configure

the policies inside a layer, but they do not configure the existence of a layer. The audit
log is therefore non-contestable on the question of whether the layers were running. This deci-
sion cost us a feature that several early prospects had asked for. We lost a few of those
prospects. We kept the decision because the regulatory frame we were building for would not
have permitted the alternative.

The seven layers, named with their operational responsibility. Layer 01 — Policy Engine.
Versioned, signed YAML policies that gate every action before it reaches a tool. The policy en-
gine is the first thing every prompt hits and the last thing the system trusts. Layer 02 — Prompt
Defence (NemoClaw). Injection detection, jailbreak heuristics, and prompt-shape validation
against a pinned corpus of 28 ATLAS-aligned rules. Layer 03 — Tool Guardrails. Per-agent tool
catalogues, scope-checked at invocation, with runtime parameter validation.

Layer 04 — Memory Safety. Embedding-inversion probes, retrieval scope checks, and tenant-
isolated vector spaces. The layer that catches cross-conversation leakage and prevents the Al
from accidentally surfacing one customer's data in another customer's session. Layer 05 —
Trust Boundaries. Identity attestation between agents, humans, and tools. No shared service
accounts. Every action is attributed to the identity that triggered it, and the identity is verifi-
able against the customer's identity provider. Layer 06 — Inter-Service Auth. mTLS with short-
lived, certificate-rooted credentials issued per session. The certificate roots are managed by
Layer 6 itself. There is no shared service-account credential anywhere in the stack.

Layer 07 — Supply Chain. OCI-signed container images, SBOMs (Software Bills of Materials) on
every release, signature verification at deploy time. The customer can verify that the container
running in production was built from the source code we said we built it from, that no un-
signed dependency snuck in between build and deploy.
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ach request enters at Layer 1 and is processed through Layers 2-7 in sequence. Every lay-
E er produces an audit event. The audit events are aggregated into the Trust Report at re-

quest completion. The Trust Report is the artefact a customer hands to an auditor: it in-
cludes the events in scope (with their full metadata), the policy that was in effect at the time of
each event, the compliance grade as of the time the report was generated, a control-mapping
appendix showing which events satisfy which control under each of the eleven supported reg-
ulatory frameworks, and a signed cryptographic hash of the report itself, anchored against the

platform's tamper-evident log.

The Pilot + Fleet agent model layers on top of the architecture. The Pilot is the orchestrator: it
has no direct tool access. It decomposes the user's request into smaller, scoped tasks. The Fleet
is four named specialists: Hunter (research), Sentry (security review), Concierge
(calendar/scheduling), Analyst (data summarisation). Each specialist holds the narrow permis-
sion set required for its specialism, only for the duration of the task. This produces three-level
attribution at runtime — the human who initiated the request, the Pilot that delegated, the spe-
cialist that executed — every action recorded with all three identities.

The Pilot + Fleet model is not new — academic agentic-AI papers have proposed similar decom-
positions for years. What's new is shipping it as the default, structurally, with the YAML
schema for custom agents in production. The model survives contact with real customer re-
quirements; the YAML is reviewed by the customer's security team before a custom agent is

loaded; the runtime enforces the declared scope.

The architecture's failure modes — what happens if any layer is missing — are documented in
detail on the architecture page at workspace.handvantage.com/architecture, with the OWASP
Top 10 for Agentic Applications categories that each layer addresses, the NIST AI RMF function
categories each layer maps to, and the EU AI Act technical-documentation requirements each
layer satisfies. The summary view: every layer addresses a specific regulatory failure mode,
and every regulatory failure mode is addressed by exactly the layer it should be.
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he result, at the architectural level: a platform whose audit log can withstand examina-

tion because the layers it documents were structurally present, continuously running,

and producing signed events the auditor can verify against the customer's SIEM. The dis-
cipline that maintains this — sprint by sprint, release by release — is the same discipline that
earned the A grade across eleven frameworks. The architecture page makes the case in techni-
cal depth; this chapter is the architectural summary for readers who want the shape without
the implementation specifics.
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" ontinuous compliance" has become the phrase every Al platform uses on the second
slide of the deck. It is doing a lot of work — three different things are getting collapsed
under the same words, and the collapse is the source of most of the disappointment

downstream of the procurement decision. This chapter is what the phrase actually means, or-

ganised as three definitions that buyers should keep distinct.

Definition one is continuous monitoring. The platform watches itself, surfaces incidents in
real time, and exports the events to a SIEM. This is what most platforms are selling when they
say continuous compliance, and it is not, on its own, a compliance posture. It is observability.
The events the platform produces may or may not map to the controls the auditor is going to
ask about. The events may or may not be signed in a way that survives third-party verification.
The events may or may not cover the audit window. Continuous monitoring is necessary; it is
not sufficient.

The three are nested. Monitoring produces the events.
Control validation maps the events to the controls.
Grading aggregates the validation results into a posture.
A platform that does only monitoring is at level one.

— ON THE THREE DEFINITIONS

PLATFORM POSTURE

Level 3

Continuous monitoring + continuous control validation + continuous grading. All three
nested. Computed on every build, not on a periodic cadence.
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efinition two is continuous control validation. Each control declared in the risk register
is verified at a regular interval — daily, hourly, per-event — and the verification result is
recorded. ISO/IEC 42001 Clause 9.1 (monitoring, measurement, analysis, evaluation) re-
quires this for the management system level. The EU AI Act's Article 17 quality management
system implies it for high-risk systems. NIST AI RMF's Manage function (MG-2.4 specifically)
requires it. Continuous control validation is a step beyond monitoring — it isn't enough to
know an event happened; the platform has to know the event satisfies a specific control under

a specific framework, and record that satisfaction.

Definition three is continuous grading. The compliance posture itself — the letter grade, the
pass rate, the framework-by-framework breakdown — is computed automatically from the au-
dit log on a recurring basis (every build, every sprint, every day, depending on the deploy-
ment's cadence). Continuous grading is what makes the posture defensible to the auditor with-
out preparation: the assessment they would run is the assessment that has already been run,

and the result is the grade currently on the wall.

The three are nested. Monitoring produces the events. Control validation maps the events to
the controls. Grading aggregates the validation results into a posture. A platform that does
only monitoring is at level one. A platform that does monitoring plus validation is at level two.
A platform that does all three is at level three. The marketing does not distinguish — "continu-
ous compliance" gets used at all three levels indistinguishably — and that is the failure mode. A
buyer who asks "does the platform do continuous compliance?" gets a yes from a level-one
platform and a yes from a level-three platform; the yes means different things.

Vantage Workspace operates at level three. The platform's /assess mission runs against the pro-
duction deployment on every build (currently every two-week sprint cycle, plus on-demand).
The grade is the worst of: the lowest framework score, the test pass rate, and the policy cover-
age rate. It is not an average. A single failed test or a single uncovered control would move the
grade. The output is committed to a public assessment registry, signed and linkable; you can
hand an auditor the URL of a specific assessment.
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hat the phrase does not mean: it does not mean the platform is automatically compli-
W ant with whatever framework the customer cares about. It does not mean the cus-

tomer's management system is taken care of. It does not mean an auditor will accept
the platform's self-assessment without examining the underlying evidence. The customer still
owns the policy, the procedures, the impact assessments, the risk acceptance, the manage-
ment review. The platform owns the evidence substrate. Continuous compliance, when the
phrase is used precisely, refers to that substrate being continuously produced, validated, and

graded — not to compliance being achieved without further effort.

Three questions to disambiguate when a vendor uses the phrase. First: "What events does the
platform produce, and how are they signed?" The answer should be specific event types and a
signing scheme (RFC 3161 timestamps, Merkle anchoring, etc.). Second: "For each event type,
which control under which framework does it satisfy?" The answer should be a mapping table
the vendor maintains. Third: "Is the compliance grade computed from the audit log, or is it
computed separately and then displayed?" The answer reveals whether the platform is at level
three or level one with extra dashboards.

Vocabulary discipline is a small thing that keeps procurement decisions honest. The phrase
will continue to be used loosely; what matters is that the buying organisation's questions are
precise. The platform's posture chapter and the methodology section on the compliance page
document the platform's level-three implementation in detail; this chapter is the conceptual
scaffolding so the procurement team can recognise what they're being sold.
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hese are the procurement questions surfaced across the handbook, consolidated for use
T in an RFP, a security review, or a committee meeting. The questions are vendor-agnostic

— you should be asking them of every agentic AI vendor on your shortlist, not just the
one whose handbook you happen to be reading. Vendors who answer them clearly understand
the regulatory landscape; vendors who answer evasively either don't understand it or are hop-
ing the question doesn't come up.

FOR THE CISO. (1) Show me the runtime evidence record for the last 30 days of operation in
your reference deployment. What event types do you produce, how are they signed, and how
are they exported to a customer SIEM? (2) For each of the eleven major regulatory frameworks
(NIST AI RMF, ISO 42001, EU AI Act, SOC 2, PCI DSS v4.0, HIPAA, FINRA, FedRAMP, PIPEDA,
Privacy Act Canada, AIDA proposed), name the specific event types that satisfy the frame-
work's controls and show me an example. (3) What does the audit record look like for an OPC
examination, an OCR investigation, an SEC examination, or a Joint Commission survey within
the response window each regulator allows? (4) What is your posture on the cross-border data
processing question — specifically, what is your exposure to compelled disclosure under for-
eign law (Section 702 FISA, etc.), and how does your sub-processor list reflect that? (5) What
changes did you make in the last 12 months to address discipline cases, malpractice claims, or
regulatory enforcement actions involving your platform? Vendors who have never been
through these conversations may be honest in their answer or may not realise the question is

reasonable.
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OR THE CFO. (1) What does the contract surface look like compared to the productivity-

vendor stack we currently run? Specifically: how many vendor contracts does this consol-

idate (counting only the productivity layer — mail, chat, video, files, docs, Al assistant,
transcription)? (2) Is identity included in the deployment, or is it a separate contract? If includ-
ed via Keycloak, what does federation to our existing IdP look like? (3) Does the deployment re-
quire a separate SIEM, or does it replace our existing one? Be precise. (4) What is the per-de-
ployment pricing model — flat fee, per-organisation, per-user — and how does it scale with our
headcount and use? (5) What is the realistic end-to-end deployment time, including identity
federation, policy configuration, and SIEM wiring? Vendors who claim 10-minute deployment
without naming the configuration overhead are not ready for fintech or financial-services

procurement.

FOR THE COO / VP OPERATIONS. (1) Walk me through the named agents (Pilot, Hunter, Sentry,
Concierge, Analyst) and the work each handles. Show me a real example, not a demo. (2) On
what timeline does the capacity gain show up? Q1, Q2, Q3 of use? Vendors who promise day-
one headcount cuts are selling something we should not buy. (3) How is agent scope enforced
at runtime, not by policy alone? (4) What does the operator console look like, and which of our
existing operational tools (incident management, change management, observability) does it
integrate with? (5) What is the failure-mode containment story when a specialist agent is com-
promised — does the blast radius stay scoped to that specialist, or does it pivot?
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INANCIAL SERVICES. (1) Show me the unified interaction record format. For one of your
reference deployments, show me a single client's six-month interaction history as the
platform exports it. (2) Does the platform meet SEC Rule 17a-4 WORM standards out of the
box, or do we need a separate archiving tier? (3) For each of FINRA Rule 3110, FINRA Rule 4511,
SEC Rule 17a-4, and SEC Reg BI, name the platform features that support compliance and the
customer obligations that remain. (4) How does the platform support the supervisor-of-record
assignment for each AI system in our inventory? (5) What does the audit log look like for a
FINRA examination — specifically, can you produce, on demand, a record of every Al-driven

employee action that touched a specific account during a defined examination window?

HEALTHCARE. (1) Will you sign a Business Associate Agreement, and which of the Security
Rule's administrative, physical, and technical safeguards do you implement at the platform
level? (2) How does the platform enforce the minimum-necessary standard at the per-agent,
per-task level? Show me a worked example of an agent's permission scope being narrower than
the user who delegated to it. (3) Is your platform regulated as a medical device under FDA
SaMD criteria? If you claim exemption under the Cures Act, which of the four section 3060 cri-
teria does the platform satisfy? (4) What does the audit record look like for a single physician
interaction across a 24-hour shift, and can you produce it during an OCR examination or a
Joint Commission survey? (5) For state medical board purposes (California AB 3030, Texas HB
4660, equivalents), how does your platform support the physician supervision and review-be-

fore-communication requirements?
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INTECH. (1) Will you sign a data processing agreement that satisfies our sponsor bank's

third-party risk management requirements? Specifically, will you commit to the controls

in the OCC's 2023 Interagency Guidance on Third-Party Relationships? (2) For BSA/AML
use cases, how does the platform support the requirement that Al tools augment but do not re-
place human decisioning? Show me the audit record for an example SAR review. (3) Does any
output of your platform reach a customer without human review? If so, walk me through how
that output is monitored for UDAAP risk. (4) What is your model risk management documenta-
tion? Specifically, can you provide what an OCC examiner would want to see under SR 11-7 ex-
tended to AI/ML models? (5) What does the audit record look like during a CFPB examination?

CANADIAN PUBLIC SECTOR. (1) What is your security clearance status, and at what classifica-
tion levels can you support deployment? Specifically, can you support a deployment at
ProtectedB? (2) For the Treasury Board Directive on Automated Decision-Making, where in
your platform do you produce technical evidence that supports the Algorithmic Impact
Assessment process? (3) For provincial deployments, particularly in Quebec under Law 25,
how does your platform support the transparency and human-review obligations? (4) Have
you deployed in or alongside a First Nations government, Crown Corporation, or Indigenous-
relations context? If so, how did you approach OCAP principles? If not, are you willing to work
through that conversation rather than treat it as standard compliance? (5) What does the audit
record look like for an Office of the Information and Privacy Commissioner examination, or a

Treasury Board Secretariat audit?
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EGAL SERVICES. (1) Where is client data processed, and what are the contractual restric-

tions on the vendor's use of that data? Specifically, can you confirm in writing that no

client data is used for model training? (2) For ABA Model Rule 1.1 competence, what mate-
rials do you provide to help our lawyers reasonably understand your AI tool? (3) For Rule 5.3
supervision, what does the audit log look like for a lawyer's review of an Al output? Walk me
through how a discipline-committee investigation would reconstruct, six months after the
fact, that a specific lawyer verified a specific AI output before it was used. (4) What is your sub-
processor list, where do they operate, and what is your exposure to compelled disclosure un-
der foreign law? (5) Have you been the subject of any discipline-committee investigation, mal-
practice-insurance claim, or court sanction related to AI use in legal practice?

Use these question banks as starting points, not as exhaustive lists. The right procurement con-
versation will surface follow-up questions specific to your organisation's regulatory exposure,
your existing infrastructure, and the use cases you're prioritising. The handbook chapters that
ground each question bank give the regulatory context that makes the questions meaningful —
which is why we recommend reading the relevant sector or persona chapter first, then using
the question bank as the working checklist for the actual procurement.
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B 3030 (California). Effective January 2025. Requires physicians to review and confirm Al-
generated content before it is communicated to patients. The operative state-medical-
board rule for California-based healthcare AI deployment.

ABA Model Rule 1.1 (Competence). Requires lawyers to provide competent representation.
Comment [8] (added 2012) extends competence to include the benefits and risks of relevant
technology, which now governs lawyer use of Al tools.

ABA Model Rule 1.6 (Confidentiality). Requires lawyers to preserve the confidentiality of infor-
mation relating to the representation of a client. The rule extends beyond solicitor-client privi-

lege to all information about the representation.

ABA Model Rule 5.3 (Supervision of non-lawyer assistants). Governs the lawyer's supervisory
responsibility for non-lawyer assistants. The 2024 comment amendments extended this frame-
work to Al tools used in legal practice.

ABA Formal Opinion 512 (July 2024). The most significant recent ABA guidance on generative
AT use by lawyers. Consolidates analysis across confidentiality, competence, supervision, and
client communication. Subsequently tracked by state ethics opinions in CA, NY, FL, IL, and
others.

ATA (Algorithmic Impact Assessment). The mandatory pre-deployment assessment required
by Canada's Treasury Board Directive on Automated Decision-Making for federal AI systems
above a certain impact level. Qutput is a registered, public artefact.

AIDA (Artificial Intelligence and Data Act). Proposed Canadian federal Al legislation, currently
moving through Parliament. Would establish formal AI obligations for private-sector deploy-
ments interacting with federal jurisdiction.

BSA (Bank Secrecy Act). The US federal anti-money-laundering framework. Administered by
FinCEN. Specific obligations include the Customer Identification Program (CIP), Customer Due
Diligence (CDD), Suspicious Activity Reports (SARs), and OFAC sanctions screening.

CFPB (Consumer Financial Protection Bureau). US federal consumer-finance regulator.
Operative enforcer for non-bank lender fair-lending obligations under ECOA Reg B. Issued the
September 2023 statement on adverse action notices for Al-driven credit decisions.

ECOA (Equal Credit Opportunity Act). US federal fair-lending law. Implementing Regulation B
(12 CFR 1002) prohibits discrimination on prohibited bases in any aspect of a credit
transaction.

EU AI Act. European Union regulation on artificial intelligence. Annex III high-risk system
obligations under Articles 6-29 were deferred from 2 August 2026 to 2 December 2027 by the 7
May 2026 omnibus agreement (subject to formal adoption). Annex I safety-component obliga-
tions moved to 2 August 2028. Article 50 transparency obligations accelerated to 2 December
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DA SaMD (Software as a Medical Device). FDA classification for software intended for

medical purposes. Regulated under the Federal Food, Drug, and Cosmetic Act through

CDRH. The 2025 Predetermined Change Control Plans (PCCP) final guidance is the opera-
tive framework for AI/ML SaMD.

FedRAMP (Federal Risk and Authorization Management Program). US government-wide pro-
gramme that standardises security assessment, authorisation, and continuous monitoring for

cloud services used by federal agencies.

FINRA (Financial Industry Regulatory Authority). Self-regulatory organisation overseeing US
broker-dealers. Operative Al-related rules: Rule 3110 (Supervision), Rule 4511 (Books and
Records). Notable guidance: Regulatory Notice 24-09 (June 2024) on supervisory considerations
for generative AL

HIPAA (Health Insurance Portability and Accountability Act). US federal health-data privacy
and security law. Privacy Rule (45 CFR Part 164 Subpart E) and Security Rule (Subpart C) are

the operative federal frameworks for any Al processing Protected Health Information.

Interagency Guidance on Third-Party Relationships (June 2023). Joint guidance from the OCC,
FDIC, and Federal Reserve on third-party risk management. Operative document for sponsor-
bank scrutiny of fintech partners.

ISO/IEC 42001:2023. International standard for AI management systems. Published December
2023. The operative standard for organisations seeking Al-specific certification analogous to
ISO 27001 for information security.

Mata v. Avianca Inc. (S.D.N.Y. 2023). The court decision that sanctioned three lawyers for sub-
mitting ChatGPT-fabricated case citations. The foundational case establishing supervision
obligations for lawyer use of Al

NIST AI RMF (NIST AI Risk Management Framework). US National Institute of Standards and
Technology framework for managing AI risk. Organised around four functions: Govern, Map,
Measure, Manage. The Generative AI Profile (NIST AI 600-1, July 2024) extends the framework
to address generative Al specifically.

OCAP® (Ownership, Control, Access, and Possession). First Nations data governance principles
articulated by the First Nations Information Governance Centre. Establishes that data about
First Nations communities is governed by the Nation, not by external privacy frameworks. A
registered trademark of the FNIGC.

OPC (Office of the Privacy Commissioner of Canada). Federal privacy regulator. Has issued
multiple Al-specific guidance documents since 2023, including principles for responsible Al

development.

OWASP Top 10 for Agentic Applications. Security risks framework for Al applications, main-

The Agentic AI Procurement Handbook - 1.0 workspace.handvantage.com



PART V CH. B - GLOSSARY OF REGULATORY FRAMES

CCP (Predetermined Change Control Plan). FDA framework for AI/ML medical devices.
Allows pre-authorised changes within a declared envelope without re-clearance. The
January 2025 final guidance is the operative document.

PIPA (Personal Information Protection Act). Provincial privacy legislation in British Columbia
and Alberta. Governs commercial collection, use, and disclosure of personal information.

PIPEDA (Personal Information Protection and Electronic Documents Act). Canadian federal
commercial-context privacy law. Governs personal information held by private-sector organi-

sations engaged in commercial activity.

Quebec Law 25 (formerly Bill 64). Quebec's privacy law, fully in force since September 2024.
Includes explicit AI provisions: transparency requirement when an automated decision is
made about an individual, and a right of human review.

Reg BI (Regulation Best Interest, 17 CFR § 240.151-1). SEC rule requiring that broker-dealer rec-
ommendations to retail customers be in the customer's best interest. Applies when an Al agent

generates a recommendation.

SEC Rule 17a-4. SEC records-retention rule for broker-dealers. Requires non-rewriteable, non-
erasable preservation (the WORM standard, Write Once Read Many) for prescribed retention

periods.

SR 11-7. Federal Reserve guidance on Model Risk Management (also OCC Bulletin 2011-12).
Now extended by OCC 2024 guidance updates to apply to AI/ML models in regulated banking
environments.

TBSDADM. Treasury Board Secretariat Directive on Automated Decision-Making (Canada). In
force since April 2019, amended April 2023. Operative federal framework for any automated
system supporting an administrative decision affecting an individual. Establishes four impact-
level classifications.

UNDRIP (United Nations Declaration on the Rights of Indigenous Peoples). Adopted into
Canadian law via the UNDRIP Act (2021). Combined with OCAP and the Federal Court of
Appeal's 2024 jurisprudence, establishes that data about Indigenous individuals and communi-
ties is governed by frameworks not reducible to PIPEDA or provincial privacy law.

WORM (Write Once Read Many). Storage standard required by SEC Rule 17a-4 for broker-dealer
records. Records must be preserved in a non-rewriteable, non-erasable format for prescribed

retention periods.

WSPs (Written Supervisory Procedures). FINRA term for the documented supervisory frame-
work a member firm maintains. Must address Al use explicitly under Rule 3110 supervision
obligations.
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very assertion of regulatory fact in this handbook is grounded in a specific published

source. This index lists those sources, organised by jurisdiction and category, with the is-

suing body, the operative date, and (where available) the citation a working compliance
officer would use to look up the source. The handbook's editorial discipline is that you should
be able to verify any claim by going to the source — this index is the navigation aid for doing
so.

FEDERAL US — STATUTES AND REGULATIONS. Federal Food, Drug, and Cosmetic Act § 201(h)
(21 USC § 321(h)). The statutory definition of medical device. Foundational for FDA SaMD clas-
sification. 21st Century Cures Act § 3060 (2016). Narrowed the FDA medical-device definition
for clinical decision support software via four exemption criteria. Equal Credit Opportunity
Act, 15 USC §§ 1691-1691f, with implementing Regulation B at 12 CFR 1002. Operative federal
fair-lending law. Health Insurance Portability and Accountability Act, with Privacy Rule at 45
CFR Part 164 Subpart E and Security Rule at Subpart C. Operative federal health-data privacy
and security framework. Bank Secrecy Act, with FinCEN regulations at 31 CFR Chapter X.
Specific operative provisions: Customer Identification Program (1020.220), Customer Due
Diligence rule (1010.230), Suspicious Activity Reporting (1020.320). SEC Rule 17a-3 (Records to
be made by broker-dealers, 17 CFR § 240.17a-3). SEC Rule 17a-4 (Records to be preserved, 17
CFR § 240.17a-4) — the operative WORM-storage requirement. Regulation Best Interest, 17 CFR
§ 240.151-1 — operative best-interest rule for broker-dealer recommendations to retail
customers.

FEDERAL US — REGULATORY GUIDANCE. FDA, Predetermined Change Control Plans for
Artificial Intelligence/Machine Learning-Enabled Device Software Functions: Final Guidance
(January 2025). The operative procedural framework for AI/ML SaMD pre-authorised changes.
NIST AI Risk Management Framework 1.0 (January 2023) and the Generative AI Profile (NIST AI
600-1, July 2024). FinCEN guidance on AI in BSA compliance programs (2024). Establishes that
AT tools augment but cannot replace human decisioning for SARs, sanctions hits, high-risk cus-
tomer determinations. CFPB statement on adverse action notices for Al-driven credit decisions
(September 2023). The operative interpretation that generic reason codes are not acceptable
when an AI model used dozens or hundreds of features. OCC/FDIC/Federal Reserve,
Interagency Guidance on Third-Party Relationships: Risk Management (June 2023). The opera-
tive document for sponsor-bank third-party risk management. OCC SR 11-7 (also Federal
Reserve SR 11-7, OCC Bulletin 2011-12), Supervisory Guidance on Model Risk Management.
Extended in OCC 2024 model risk management guidance updates to apply to AI/ML models.
FINRA Regulatory Notice 24-09 (June 2024), Supervisory Considerations for the Use of
Generative AL The operative FINRA guidance on generative Al in member firms.

FEDERAL US — COURT DECISIONS. Mata v. Avianca, Inc., 22-cv-1461 (S.D.N.Y. 2023). The case
that sanctioned three lawyers for submitting ChatGPT-fabricated citations. Foundational for AI
supervision obligations under ABA Model Rule 5.3.
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TATE US. California Medical Board, AB 3030 (effective January 2025). Operative state-med-

ical-board rule for California healthcare AI requiring physician review of Al-generated

patient communications. Texas HB 4660. Parallel Texas legislation. New York DFS
Cybersecurity Regulation, 23 NYCRR 500 (amendments effective November 2023). Includes ex-
plicit AI risk-assessment expectations. California Consumer Privacy Act (CCPA, 2018) and
California Privacy Rights Act (CPRA, 2020). Extend privacy obligations to automated decision-
making systems.

EUROPEAN UNION. Regulation (EU) 2024/1689 — the EU AI Act. Annex III standalone high-risk
system obligations (Articles 6-29) deferred from 2 August 2026 to 2 December 2027 by the 7
May 2026 omnibus agreement. Annex I safety-component obligations on 2 August 2028. Article
50 transparency obligations (watermarking, disclosure) accelerated to 2 December 2026.
Article 99 specifies penalties up to €35M or 7% of global annual turnover. Annex IV specifies
the technical documentation required for conformity assessment.

CANADA — FEDERAL. Privacy Act, R.S.C. 1985, c. P-21. Operative federal privacy law for feder-
al institutions. PIPEDA, S.C. 2000, c. 5. Operative federal commercial-context privacy law.
Treasury Board Secretariat, Directive on Automated Decision-Making. In force April 2019,
amended April 2023. The operative federal framework for any automated decision-making sys-
tem. Office of the Privacy Commissioner of Canada — multiple Al-specific guidance documents
(2023-2026), including the principles for responsible AI development. Artificial Intelligence
and Data Act (AIDA) — proposed federal legislation currently moving through Parliament.
UNDRIP Act (S.C. 2021, c. 14) — Canada's adoption of the UN Declaration on the Rights of
Indigenous Peoples. Federal Court of Appeal jurisprudence on First Nations data sovereignty
(2024).

CANADA — PROVINCIAL. Quebec, Loi modernisant des dispositions législatives en matiére de
protection des renseignements personnels (Law 25, formerly Bill 64). Fully in force September
2024. Includes explicit AI transparency and human-review provisions. British Columbia
Personal Information Protection Act (PIPA, S.B.C. 2003, c. 63). Alberta Personal Information
Protection Act (S.A. 2003, c. P-6.5). Ontario Freedom of Information and Protection of Privacy
Act (FIPPA, R.S.0. 1990, c. F.31) and Municipal Freedom of Information and Protection of
Privacy Act (MFIPPA, R.S.0. 1990, c. M..56). Ontario Al Framework directive (December 2023).
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ANADA — INDIGENOUS DATA SOVEREIGNTY. First Nations Information Governance
Centre (FNIGC), OCAP® principles (Ownership, Control, Access, Possession). The opera-
tive Indigenous data-governance framework cited by First Nations governments and fed-

eral departments serving Indigenous communities.

STANDARDS BODIES — INTERNATIONAL. ISO/IEC 42001:2023 — AI management systems.
Published December 2023. The operative international AI management-system standard.
ISO/IEC 23894:2023 — Al risk management. ISO/IEC 27001:2022 — Information security manage-
ment systems. SOC 2 Type II — AICPA Trust Services Criteria, with the operative implementa-
tion in the AICPA's TSP 100. PCI DSS v4.0 (Payment Card Industry Data Security Standard), with
operative Al-relevant controls at 8.6, 11.5.1, and 12.10.5.

STANDARDS BODIES — SECURITY. OWASP GenAI Security Project, OWASP Top 10 for Agentic
Applications (2026). The operative security risks framework for agentic AI deployments.
OWASP LLM Top 10 (v3 in late 2026 draft). The operative security risks framework for LLM-
based applications.

PROFESSIONAL CONDUCT — LEGAL. American Bar Association Model Rules of Professional
Conduct, with operative Al-related rules at Rule 1.1 (Competence, with Comment [8] on rele-
vant technology), Rule 1.6 (Confidentiality), Rule 5.1 and Rule 5.3 (Supervision). ABA Formal
Opinion 512 (July 2024) — Generative Artificial Intelligence Tools. Federation of Law Societies
of Canada Model Code of Professional Conduct, with provincial variations (Law Society of
Ontario, Law Society of British Columbia, etc.). Law Society of Ontario, 2024 guidance on AI

use in legal practice. Canadian Bar Association, 2024 practice resource on Al tools.
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ROFESSIONAL CONDUCT — HEALTHCARE. Federation of State Medical Boards, 2024 mod-

el guidance on Al in clinical practice. The Joint Commission, hospital-accreditation stan-

dards (2025 revision adds explicit Al governance expectations under the Information
Management chapter and Patient Safety Systems chapter).

Each citation in this index is current as of the handbook's publication date on the cover. Where
regulations or guidance have been amended after publication, the handbook recommends
checking the issuer's current published version before relying on the citation in a procure-
ment decision. The platform's editorial archive at workspace.handvantage.com/insights tracks
updates to the major frames and publishes briefings on significant amendments.
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